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A modern vehicle
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The future of vehicle computing
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What is the long term impact?
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How does this impact early
vehicle development activities?

How will these systems be
maintained?
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Defense in Depth

Or something else...

Defense in Depth Zero Trust Zones
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Information Sharing
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Conclusion

First off, don’t be this guy!
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Commit to making security a priority. Shift your focus from a reactive
“‘we’ll deal with it when the time comes” or “that is another team”
mentality to one of proactivity so as to avoid the time from ever
arriving.

Enable developers with the tools and training they need to build
security into software they are coding.

To manage open source and software supply chain risk, you must
include open source security considerations within your overall
software security initiative.

Address the root cause. By building expertise and providing
necessary information to prevent bugs from entering the code base in
the first place.

Base the plan on a maturity model.

Be open to new ideas and ways of doing things.

Communicate!
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Thank You




