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Major Automotive Cyber Physical Security Issues
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Connected Architecture
® Cryptography

Incl. Cryptographic Key Management
® Anomaly Detection

® [rust Management
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In-Vehicle Network
® Cryptography
» Message Authentication Codes
» Digital Signatures
» Encryption
® Cryptographic Key Management
® Anomaly Detection
» Intrusion Detection System
v' Host Based/ Network Based
® Security Supply Chain Management
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Automatic Driving

® Control Mechanisms
» Algorithms
> Data

® Integrity Assurance I
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Threats to Instrumentation Attack to

1. Integrity
2. Availability
3. Confidentiality
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In-Vehicle Network
® Cryptography
» Message Authentication Codes
» Digital Signatures Protected?
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Major Automotive Cyber Physical Security Issues
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Automotive Cyber Physical Security

Needs for Developing

1. Evaluatlon_
Technologies

2. Security
Enhancement
Technologies

3. Security Assurance
Schemes
e Certification
« Self Declaration

Superior Automotive

Security Testbeds for
Responsible Examination
and Development of Offence

and Defense Technologi?%
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Needs of Appropriate Security Testbeds for IDS/IDPS

Application of Security Testbeds
1. Research

a. Offensive

b. Defensive
2. Vulnerability Check
3. Design
4. Development
5. Testing/Verification
6. Education
7. Tester Testing
8. Information Sharing
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Thank you!

Tsutomu Matsumoto
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