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New Cyber-attacks and Countermeasures Research

New attack methods, IDS and Evaluation Method Trend Research

Overview

» Research & analyze trend of latest cyber-attacks/incidents and develop attack model(attack scenario & risk
analysis).

» Research trend of Intrusion Detection System (IDS) and other security technologies effective against new
cyber-attacks and develop evaluation method for such technologies.

» Conduct trial evaluation of IDS using an Open-source Vehicle Test-bed and verify the evaluation method.
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Vehicle Penetration Testing Research & Standardization

Overview
» Developed “Information Security Evaluation Guideline(Penetration testing guideline)” through SIP Ph1 research
and field operational tests conducted on actual vehicle systems.

» \Work towards standardization of the quideline within automotive industry by building baseline consensus among
relative stakeholders such as OEM, suppliers, security vendors.

Evaluation Guideline (SIP Ph1) Standardization Approach (JasPar)
| JASPAR (Japan Automotive Software Platform and Architecture)
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