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[Appendix E]

ENISA
SRR/ (Threat Taxonomy)
RESROFHICHC-28 BE (- 98 opkENH
1 |Spoofing HY9FEL 1 |Information leakage/sharing | ABISRIZKBIERDITAL VHLER
due to human error
) . 2 |Erroneous use or TINARSDRAT LDEEERD
2 |Tampering HSA administration of devices and |5
systems
3 |Repudiation 53R 3 |Using information from an (SR OIELMEREND DIELR
unreliable source DOFIFA
4 |Information Disclosure IHFERTALY 4 |Unintentional change of data in| {§$j> X T LIZE T EERLEL
an information system T—ALEE
5 |Denial of Service Y—ERABE 5 |Inadequate design and FEYERE S KUEHE. Fzl
planning or improperly A8 L E S
. — - adaptation
6 | Elevation of Privilege HERD F 4% 6 |Damage caused by a third E=FICERTHEE
party
7 |Damages resulting from RAML—232 - TRAMIKLDHEE
penetration testing
g8 |Loss of information in the cloud| 759 KRN D IEHHRIE L
9 |Loss of (integrity of) sensitive |#ZEHRD (T2 HED) Tk
information
10 |Loss of devices, storage media| 7/8\f X, ARL—U AT A7,
and documents Rt Dk
11 | Destruction of records La—FDE
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NIST SP 800-30
(Threat Events Achieve Results)

BEFEBIURLEERTHE

1 | Obtain sensitive information through network sniffing of external NERR YR T—IDRINT—H R T4 T EN LT BB HRE ST 5
networks.

2 | Obtain sensitive information via exfiltration. HiaiEsmERYHBL T 595

3 |Cause degradation or denial of attacker-selected services or TAIA—MEIRLI=Y—ERF-IIHBEDIBE T E - IHIRIEIERTZ5ISHT
capabilities.

4 |Cause deterioration/destruction of critical information system EREBRICADLIER AT LAV KR—R MBS LUHEEDIET /HiRE5IEREIT
components and functions.

5 |Cause integrity loss by creating, deleting, and/or modifying data on NHIZT I ATRERIERY AT L EICTF—2%EHLEY ., VAT LLEDT—45%
publicly accessible information systems (e.g., web defacement). HIRRLT=Y. HBNET—2EEEFFTEILITE->T. B2 HEDTEAESIEHET

6 |Cause integrity loss by polluting or corrupting critical data. BOTERLGT —3EFLTH. HOINWIBRSATHILIZE>T. E2HDE/EE

5lERIT

7 |Cause integrity loss by injecting false but believable data into FoLELLLDMED T —AEMBOER AT LIZEATSILICES T, T2HED
organizational information systems. TERESIEHEIT

g |Cause disclosure of critical and/or sensitive information by authorized |72+ R D HZ1—HIZ&Lb. BHTEELFERB LUV £ [THMIERD
users. FRRZESIEHT

9 |Cause unauthorized disclosure and/or unavailability by spilling sensitive | ##71EHE RS T EITK>T, ERDERICESBVBRE LY FEF AT
information. REZBIERETT

10 |Obtain information by externally located interception of wireless network | SV EBICER B SN EZ AT N\AREFEAL T, |BIERVNT =I5 T090%EZL.
traffic. FEREMFT D

11 |Obtain unauthorized access. RELBTIERETD

12 |Obtain sensitive data/information from publicly accessible information | ABIICT7 VA AT REEIERS AT LA, HMAET—2 1EHRERB TS
systems.

13 |Obtain information by opportunistically stealing or scavenging BEER>THER AT L/ AVR—RUNEZAREY ., HEHIEIZEL T, HFHRER
information systems/components. B/95
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WEFERICIEC-58

CAPEC

[Appendix E]

1 |Collect and Analyze BEHDUNEL KU
Information

2 |Inject Unexpected Items FHLGWEBEZHRA

(ZB-HX. F)

3 |Engage in Deceptive EHDHOYLY
Interactions (IFY9#EL.H)

4 |Manipulate Timing and RSV LIREDER
State

5 |Abuse Existing Functionality | BE7E##ED 7~ IE | A

6 |Employ Probabilistic HERMBIEDFI A
Techniques

Subvert Access Control

TOteARavbO—)LDOEA
(FREE-&FR)

Manipulate Data Structures

T—HEEDTIERE

Manipulate System
Resources

DRATL))—ADFIERE
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OWASP
(Category: Threat)
WebL RTLDBHEZE 7 E
1 |REVERSE TROJAN JN—ZX-bOA
(Server-to-Client) CEIRIBERIOADRE)
2 |TIME BOMB B LR L
(BREKE)
3 |BOTS Rk
4 |LOGIC BOMB AYyY-RL(BEHLMAREE
AMLAATZBIREO—R)
5 |KEY LOGGERS *—OfH—
6 |SNIFFERS AZYI7
7 |BACKDOORS INYIRT
8 |ROOTKITS IL—kFuk
(HERREERAY—IL)
9 |VIRUS J4ILA
10 [WORM 7 —Ls
11 |[SPYWARE RN T
12 |TROJAN HORSE FOASDKRE
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W) o27LOREDTVELY

OWASPIZDWTIE, BB KEFEDOTEE D=6, STRIDEEDIYE LT [E1THELY

STRIDE CAPEC | ENISA (Threat Taxonomy)
No HEH No EH No EE
1] mygaL EBOOYLY (GYTEL. =) 3 | R DIEL SRRSO E RO F A
(Spoofing) RE AT HL % OO 7
2 | mxA BT R B 27 LB BN T —SEE

(Tampering)

DRAT L)) —ADFIERE

HEFERD GEEMED) 'K

3| B8 - - - -
(Repudiation)
4 | FHIRAL 1 | BHRONESLUSH 1 | ABSRIZKHEHRDRTA L HLER
(Information
5| $—ERHE 5 | BIFEHEDTER A 6 | FE=FICERIHEF
(Denial of Service) RHRL—2aL T RN L HIEE
I7IRADIEHRIER
10 | TINAR A=V ATAT  RF AU LD#HR
11 | LO—FOmKiE
6 1ERDFE 2 | PHALGWEBEHEA 2 | TNAR/VRTLOEBERDIRA
(Elevation of Privilege) (E#-FHX. %)
4 | A(UTLKEDER 5 | TEUGERESHSLUEE., FETEALES

1 | 77€R3vr0—ILDOERM
(FREE - AR
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W) o27LOREDTVE LT

STRIDE NIST SP 800-30 (Threat Events Achieve Results)
No IEH No IEH
1 | BYFTEL 9 | HMERERSLT ILICE ST EHRDERICKSHEVATE LS £EMAREEESIEEIT
(Spoofing)
2 | HEA 5 | BMICT U ERABEEERY AT L LICT—2FERLIZY . S RXTLEDT—2ZHEIBRLIZY. HBHLE
(Tampering) T—AREEBRTHLICE ST B2 MOBEEFSIEHEIT

6 | BOTEELT HEFETD. HAVEHTATIUICI O T B2 EDR/RKESIEETT

T | 30&L6LLVDAD T —HEHBOBHRATLIEAT S LIS T EEMDREESIZEDT

3 | &R -
(Repudiation)
4 | FHREAL 1 | AEBRYRT—I DRI T—I RV T4 T EN LT, EHMATERERS TS

D0 BMAEEERYELT. RET5

TORRERDHDHL—HITED BOTEEGERE SV FEEMEROFATESISECY

10 | SAERISREBSNERRAT NS RZFERAL T BRAVNT IS T0002FEZL. FRENMET S

12 | AHIZT U ERTREGRIERS AT LDD, LT —2 BHRZIME TS
13 | BREEOTEHRI AT L AVR—RUIEBAREY HEEHEITES T BEREMFT S

5 #—tjx#ﬁ%ﬁ ) 3 TEAYH—MEIRLI=Y—ERFLIIBEED B T F-ITIRBEIEEZE5IEEIT
{Denial of Service) AR ET D BER 2T A R— it S LU EDET  HiEE5 =R
6 | RO 11 | REAT HHRES

(Elevation of
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