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High precision map information, mapping information of vehicles, pedestrians and
infrastructures as basis of automated driving systems are expected to be obtained mainly from
external network. The obtained information will be transmitted to control/information devices of
the vehicle to be used for its control in automated driving system. However such situation could
cause cybersecurity issues that did not exist for conventional automobiles.

In order to solve such issues, “SIP Large-scale Field Operational Test for Automated Driving
Systems / Information Security Field Operational Test” plans to conduct research/analysis on
security threats, establish security evaluation method/protocol for vehicles towards international
standardization as well as black box testing to verify anti-hacking performances of vehicle
systems provided by the project participants.

In this project, as research activities prior to the field operational test in 2018, “a. Threat
Analysis”, “b. Development of Information Security Evaluation Guideline Draft”, “c. Information
Security Evaluation Trial“, “d. Preparation for Management of Field Operational Test” were
conducted and the research results were summarized.

“a.Threat Analysis Research” clarified the whole picture of threat against automated driving
system including attacks from outside of the vehicle such as V2X to foster public consensus
regarding security of automated driving vehicles. Research and analysis were conducted for the
activities related to the automated driving/connected car promoted by automotive manufacturers,
suppliers and IT companies etc. to develop common model for the automated driving system.
Based on the common model and results of threat analysis by researchers related to vehicle and
security such as WP29, threat items including attack from outside of the vehicle such as V2X
were extracted and impact evaluation regarding vehicle system was conducted.

Based on impact evaluation results, countermeasures for significant threats were identified,
and as necessary, reflected to the evaluation guideline developed separately.

In “b. Development of Information Security Evaluation Guideline”, draft version of the
guideline was developed directing towards use in comprehensive evaluation in V model of the
vehicle development process based on the results of discussion with stakeholders such as OEM
etc. Two characteristics of evaluation method of this guideline are 1. Evaluation by intrusion test
from vehicle’s external interface from actual hacker (attacker)s point of view, 2. Included
hardware security evaluation based on actual vehicle security incidents. Furthermore, evaluation
items were selected to cover cases when attackers have highly advanced technical capabilities,
equipment and/or facilities. Therefore by using this guideline, similar incidents to known vehicle
security incidents can be prevented.

In “c. Information Security Evaluation Trial“, Information Security Guideline Draft was
verified and checked through evaluation for actual vehicle component system. In addition, an
evaluation report summarizing the procedure, contents, results and countermeasures was
submitted to provider of the vehicle component system and contributed to security quality
improvement of the provided vehicles. Modified version of the evaluation result was disclosed by
the courtesy of the provider as the entire evaluation result cannot be disclosed due to the
agreement with the vehicle component provider,

In “d. Preparation for Management of Field Operational Test”, an implementation plan for the
field operational test in 2018 was developed and participation protocol, information management
method and test environment etc. were arranged. Also, in order to conduct the field operational
test smoothly, some matters have to be acknowledged and agreed by the participants were
clarified and application requirements, terms and conditions for participation and other related
contract drafts were documented. Through discussion and arrangements with the OEMs,
practical conditions were defined regarding vehicle or system to be provided to require minimum
obligations for the participants while meeting necessary requirements for conducting field
operational test for information security evaluation.
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