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The basis of automated driving systems, information such as high definition map data, data of
vehicles, pedestrians, road infrastructure etc., are expected to be obtained primarily from external
vehicular networks. Such information will be transferred to vehicle control/information devices
to be used for vehicle control in the automated driving system. This could lead to cause
cybersecurity issues that did not exist before, in the time of conventional non-connected cars.

“Cross-ministerial Strategic Innovation Promotion Program (SIP) Automated Driving System,
Large Scale Field Operational Test: Information Security Field Operational Test (FOT)” aims to
provide solution for ever growing challenges related to cybersecurity of automated driving
systems through; research and analysis of security threats related to automated driving, establish
security evaluation method/protocol at vehicular level towards international standardization, and
operate FOT for the vehicle hacking-resistance evaluation (black-box testing) using actual vehicle
systems provided by the automakers participating in the FOT.

The FY18 FOT covered and summarized results for the project activities; “FOT management
office activities”, “FOT operation” and “Finalizing Information Security Evaluation Guideline (the
Guideline)”.

“FOT management office activities” utilized outcome preparation activities from FY17 and
covered; recruitment of FOT participants, coordination of FOT participation conditions, contract
arrangements related to FOT participation, management of vehicle systems and components
provided by the participants, and information security management during the FOT.

“FOT operation” covered; security evaluation of vehicle systems provided by four participating
automakers using the draft of the Guideline, establishment of evaluation process considering
FY17 trial research results, definition of evaluation conditions and criteria to ensure
reproducibility of the evaluation.

“Finalizing Information Security Evaluation Guideline” covered; updating the Guideline based
on the FOT results. Following four topics were summarized as the result and the final report of
the FOT;

1. Guideline validation through the FOT: Summarized results of the questionnaires answered by
the participants, self-verification conducted by PwC.

2. Evaluation process establishment through the FOT: Summarized evaluation process of the
penetration test in the information security evaluation and documented into the Guideline. The
process was initially organized based on FY17 trial research results, then refined through and
based on the result of FY18 FOT.

3. Improvements in the Guideline through the FOT: Based on the draft of the Guideline, the
evaluation items were added, updated and reviewed reflecting any deficiencies or room for
improvements identified during the FOT. Such changes or updates were summarized in the final
report.

4. Improvements using other outcomes of FY17 FOT: Outcome of other contractors in FY17 FOT
were reviewed and improvements were reflected to FY 18 activities. Specifically, activities related
to risk analysis was incorporated into the evaluation process referencing FY17 FOT outcome of
other contractors.
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