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The basis of automated driving systems, information such as
high-definition map data, data of wvehicles, pedestrians, road
infrastructure etc., are expected to be obtained primarily from external
vehicular networks. Such information will be transferred to vehicle
control/information devices to be used for vehicle control in the
automated driving system. This could lead to cause cybersecurity issues
that did not exist with the conventional non—-connected cars. Also, with
the adoption of UN-R155 and R156 by the UNECE WP29, it is necessary to
take measures against cyber—attacks from the aspect of legal and
regulatory compliance as well.

“Strategic Innovation Promotion Program (SIP) Phase 2/Automated
Driving (Expansion of Systems and Services)/Research on New
Cyber—attacks and Countermeasures against New Cyber—attacks ” focuses
on Intrusion Detection System as an effective measure against vehicle
cyber—attacks. The program includes development of IDS evaluation
guideline as basis of evaluation and testing of the IDS upon vehicle
implementation and study on method to collect vulnerability information
of connected vehicles as well as experimenting using honey pod etc. as
part of developing a system to support initial response against vehicle
cyber—attacks.

In the first year of a three—year program until the end of FY2022, basic
research and verifications using actual machines were conducted, and the
results are summarized as follows.

Development of IDS evaluation guideline:

- Conducted a research on the cyber—-attacks newly reported in 2020
to be used as the inputs for evaluation items for IDS’ s detection
performance.

- Conducted a research on IDS specifications by surveying three IDS
vendors using questionnaires.

- Examined IDS evaluation items for NIDS detection performance
using testbed/vehicle test-bench.

Research on connected car threat intelligence and initial response
support:

- Conducted a research on method for collection and accumulation




of threat information as well as basic specifications for initial
response to automotive incidents.

- Commenced experiments on threat monitoring using honey pods
disguised as after—-market product (e.g. External device connected via
0OBD) .

- Conducted planning playgrounds to investigate attack techniques

and methods for connected systems.
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DE 40.0% 81/tcp
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22/tcp
80/tcp
22/tcp
23/tcp
2332/tcp
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9443/tcp
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21/tcp
80/tcp
443/tcp
2332/tcp
9191/tcp
9443/tcp
21/tcp
22/tcp
80/tcp
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8443/tcp
22/tcp
8080/ tcp
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443/tcp
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i from WebUI of
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No
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