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AUTOMOTIVE 
ATTACKS  
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Jeep 

https://www.youtube.c
om/watch?v=MK0SrxB
C1xs 

AUTOMOTIVE ATTACKS  
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Cybersecuite_pour_DRIA_TECH_V2_1.pptx
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PRIVACY SECURITY SAFETY 

Connected Vehicle Autonomous Vehicle 

Opening data is a dangerous operation 
Data protection is essential 

Firewall is fundamental 
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RELATIONSHIP BETWEEN SECURITY AND SAFETY 
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Principles of Security 
 Adapt countermeasures to attacker 

capabilities 
 Take into account security requirements e.g. 

accessibility 
 Protect all functions handling input exterior to 

the connected system 
 Identification of data flows which are easy to 

generate or control (copy or create) 
 Prevent the system from accepting non valid 

data 
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Methods : 
 Authentication Methods (password, keys…) 
 Data origin authenticity e.g. information origin 

identification 
 Encryption/Decryption mechanisms 
 Plausibility check 
 Verification of confidentiality and authenticity of 

communications 

 
Attacks : 
 Exploit known vulnerabilities on HW/SW 
 Test with basic attacks (e.g. fuzzing, open 

ports, …) 
 Use attack applications (e.g. metasploit) 
 Exploit failures in HW (ECUs) 

 
 

SECURITY ARCHITECTURE  

SECURITY 
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Safety Principles :  
 Identification of data or parameters which 

contribute to the safety  
 Identify low statistical level of reliability/safety 

for each parameter 
 Identify errors HW/SW 
 Ensure CPUs and buses are not overloaded 
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Methods 
 Hazard Analysis / Fault Trees 
 Reliability rate, Proven by use 
 Separation and redondance of flow for safety 

parameters  
 Compute safety values twice with two different 

computation techniques in parallel. 
 Watchdogs to analyze error data sequences 

(data flow)  
 Ensure that timing specifications are met 

 

 

SAFETY ARCHITECTURE  

Architecture Principles 
 HW/SW Partitioning 
 Redundancy HW and SW 
 Parallel.. 
 Networks to compare, separate,… 
 Split complex functions 
 … 

SAFETY 
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Safety Of The Intended Functions : 
 Confidence of perception algorithms 
 Comparaison between strongly correlated 

functions to detect incoherence 
 Environmental conditions of AV : which disturbe 

perception (rains, fog,..) 
 Decision defining the best trip amongst the safe 

ones  
 Knowledge of sensor performance and the 

related limits 
 Historicals 
 Prediction safe trajectory 
 Lost Sensor messages  
     detection (radar/GPS/…) 
 Analysis of desired behavior,  

performance, timing, 
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Methods 
 Reliability algorithm SW or Sensors HW 
 Parameter redondances comparison 
 Abnormal latency detection  
 Safety Mode refuge, safety states,.. 
 Compute safety values twice with two different 

computation techniques in parallel.  
 States Graph to search if Error states cannot 

be reached 

 

SOTIF ARCHITECTURE  

SAFETY 

Of The 
Intended 
Functions 
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DATA ENCRYPTION / AUTHENTICATION of safety data 
contributes to associate a hight level of confidence to this command 
but increase latency (measurement between safety critical events) 

REDUNDANCY 
contributes to Coherence Check for SOTIF to identify the best perception CPU or 
the best perception algorithm, and identify an incoherent replay attack. But there 
are more doors to attack. 

FAILSAFE MODE are associated with SOTIF refuge mode : 
Safety decision to commute between SW modules, if a module 
failed by attacks or SW errors.  

MECHANISM EXAMPLES 
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SAFE AND SECURE DESIGN METHODOLOGY  

Requirements  

Security and Functional Safety  

Requirements Satisfied ?  

Modeling  

  

Safety and SOTIF  

  

Security 

Reconsideration / 
refinement 

Evolve Requirements Develop system model 

Verify Model 
Add Security 
Mechanisms 

Add Safety 
Mechanisms 

Security flaws lead to 
unsafe behavior 

Safety flaws lead to 
open doors for attacks 
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TOOLS 

• Describe system requirements 

• Model system behavior and architecture 

• Automatically verify safety, performance, and Security 

• Add safety mechanisms (redundancy, failsafe mode) 

• Automatically generate security mechanisms 

• Refine model over iterations 
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SECURITY 

SAFETY 

SAFETY 

Of The 
Intended 
Functions 

CONCLUSION : PROTECTION AGAINST ATTACKS WITH SECURITY 
AND SAFETY ARCHITECTURE  
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Thank’s for your attention 

Questions… 
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