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Current security efforts of automotive industry
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Current security efforts of automotive industry
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Current security efforts of automotive industry

Cloud services
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Current security efforts of automotive industry
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Current security efforts of automotive industry
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Current security efforts for Automated Vehicle
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Current security efforts for Automated Vehicle
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Current security efforts for Automated Vehicle
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Current security efforts for Automated Vehicle
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Current security efforts for Connected Vehicles
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Current security efforts for Connected Vehicles
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Current security efforts for Connected Vehicles
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Current security efforts for Connected Vehicles
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Sense Understand Act credit: F. Mujica
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DSRC ATTACKER TOOL (1/4)

BSM

QRQ
0 . . N Unit £

Transmitter Receiver

* Goal: Stress-test OBU implementation and detect vulnerabilities

* Features:
* Works on a Raspberry Pi 3
- Send BSMs: valiq, invalid, signed, unsigned, etc.
B slzzer
S@Ritor Impact on recelver

Eﬂﬁoard
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DSRC ATTACKER TOOL (2/4)

+ Sending Improperly sished BSMSs

Attacker Tool BSM Effect on OBU
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DSRC ATTACKER TOOL (2/4)

+ Sending Improperly sished BSMSs

f\/\ﬁ\ Doubled
Wm CPU load
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DSRC ATTACKER TOOL (3/4)

 Sending properly sisned BSMs

Attacker Tool BSM Effect on OBU
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DSRC ATTACKER TOOL (3/4)

 Sending properly sisned BSMs

Attacker Tool BSM Effect on OBU
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DSRC ATTACKER TOOL (4/4)

* Next steps:
» Extend fuzzer, optimize code
» Need access to CV applications
* Field tests
» Post on GrtHub :-)
ort on sUAY

E‘Baard
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DEEP LEARNING FOR
MISBEHAVIOR DETECTION

» Generative Adversarial Network (GAN)

Generator Discriminator

0 83— .‘C . “ Real
S 3 k"(’ s &%:. Fake

Example

» Can a GAN generate fake BSMs? (think attacker tool)

» Can a GAN discriminate fake BSMs! (detection)
EhiBoard
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PRIVACY VIOLATIONS

collect information about location tracking,
me, my car, break forward secrecy

and my surroundings

|
|
. . Sensor
Processin

g Processing |« Data

Data at _
rest In-vehicle

malware

store S/PIl  privacy inferences
J. Petit et al,, “Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.
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Normalized privacy level
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. Identity types of road network

2. Classity crties (150 to date)

Sheet 1

3. Simulate V2X and assess privacy

EEDEIFCI

Security SIP-Adus Workshop 2017 - J. Petit
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Sense Understand Act credit: F. Mujica
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INCIDENT DETECTION

* Incident = malicious attack OR faulty sensor (local
or remote)

* |dea I:UsingV2X to detect faulty local sensors

* |dea 2: Sensor fusion to detect attacks

EEDard

Security SIP-Adus Workshop 2017 - J. Petit
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Object not detected
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Object not detected

Inconsistency between
sensor and V2 X!






Partial jlamming

Missing chirp responses

Inconsistency between
RADAR and Cameral




Sense Understand Act credit: F. Mujica
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AU TOMOTIVE PENETRATION
TESTING TOOL (AUTOPEN)

* In collaboration with Boston University
B dllitate pentesting (CAN, RF)

» Correlate CAN and RF signals

R WIDCRSOLIrce

s m oA Live Network Traffic
Monitoring

AutoPen Software Wrapper

CAN-Utils X
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Sense Understand Act
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|. Pen-testing
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|. Pen-testing
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Questions & Answers

Jonathan Petit
jpetit@onboardsecurity.com
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