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AGENDA

1. Global Trends (Automotive Guidelines/standards/others)
2. Japan Trends (Automotive regulations /Guidelines)

3. Regulations and standardization schedule (forecast)
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1. Global Trends (Automotive Guidelines/standards/others)

In recent years, documents related to automotive security have been released.

Authorities

Title

Category

Guidelines

WP29

*Guideline on Cybersecurity and data protection (2017)

*Cybersecurity and OTA TF (In progress)

Standards

ISO/SAE JWG

*ISO/SAE 21434
Road Vehicles - Cybersecurity Engineering

SAE

*J3061:
Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

Others

NHTSA

‘Federal Automated Vehicles Policy (2016)

*Cybersecurity Best Practices for Modern Vehicles (2016)

*AUTOMATED DRIVING SYSTEMS 2.0 (2017)

*PREPARING FOR THE FUTURE OF TRANSPORTATION:
Automated Vehicles 3.0 (2018)

Auto-ISAC

*Automotive Cybersecurity Best practices (2017)

o

L

Weorld Forum
for

™ Harmonization of Vehicle Regulations (WP.29)

AUTOMATED DRIVING SYSTEMS
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1. Global Trends : Others

Status of Cyber Security Regulations in Other Countries

» EU : General Safety Regulation(GSR), which is in line with WP29, will go into effect.

» USA : Self-driving car regulation bill, which includes a provision on cyber security,
was reviewed by both legislative houses; but was not approved by the Senate.
<Outline of Draft Cyber Security Clause>

Each OEM shall plan and implement cyber security countermeasures to mitigate
potential risks

» China : GB, GB/T pertaining to security are expected to be established.

GB: Mandatory standards. Non-compliant products may not be
manufactured, sold or exported

GB/T: Voluntary standards, which may be cited in GB in some cases.
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https://www.google.co.jp/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwjYruid9friAhURvJQKHSEWDZsQjRx6BAgBEAU&url=https://www.abysse.co.jp/world/flag/asia/china.html&psig=AOvVaw1fHmhhoMoZJnbVnkvI3vsx&ust=1561218222132576
https://www.google.co.jp/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwj3m-uq9friAhXKy4sBHRRsBXoQjRx6BAgBEAU&url=https://www.abysse.co.jp/world/flag/america/america.html&psig=AOvVaw1UqHWc5gEutHZvSykWOHY_&ust=1561218249377906

1. Global Trends: UN/WP29 (Working Party 29)

World Forum for Harmonization of Vehicle Regulations
» Promoting global harmonization of regulations of vehicle safety and environment as well as

vehicle certifications across countries
X This is the only international forum
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1. Global Trends: Cyber Security/Software Update Reg.
UNR is scheduled to take effect in 2020/Japan will start certification from 2020

For both the regulations,
It is necessary to define Technological and Process measures and to prove that "PDCA" is

well operated with evidences.

« Regarding the Process measure, the apﬁlication of Type Approval requires the acquisition
of Certificate of Compliance (CoC) which needs a prior inspection.

/ CS Reg. SW Update Reg.

E2E Security countermeasures
(Approx. 70 items)

Assurance of safe and secure

Prior inspection
Throughout vehicle's lifecycle and supply-chain, ° updates of SW
following 3 points are required. CoC has to be For SW-update-subject vehicles
1)Technological measures for products Oll?cggleg%drg%mpeed by rocess and products that assure
Process development for the realization Both regulations. V\rl‘iﬁesdagenglR/ﬁlﬁ“teelgs%ft%‘c,)\{sbgrgmh

of the technological measures ]
3)Evidence capable of proving PDCA is well

operated

required.
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1. Global Trends
Relationship between WP29-CS & SU(UNR) and ISO / SAE standard

SU(OTA)

e =
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v

INTERNATIONAL
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1. Global Trends:Other

Different laws & definitions for individual information and personal data

> There are various regulations other than the General Data Protection
Regulation (GDPR)
Example)
US :regulated by federal-level sectoral and state laws
China: Cyber security law enforced to protect personal information,

hundreds of laws and local rules exist Difficult to judge

Personal Data (Information about individuals) = Not defined by law | May be able to estimate
Navigation location information, web browsing history I individuals

Personal information

Movement and purchase historical data linked to Personal identification

personal information is possible
PII : Personally identifiable information

Name, address / phone number / email address, etc.

Personal identification code
Fingerprint data, face authentication data, passport

number, license number, etc.
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1. Global Trends : Auto-ISAC (Best Practices Guide)

Automotive Information Sharing and Analysis Center

»Information sharing and analysis of automotive cybersecurity risks
»BEST PRACTICES EXECUTIVE SUMMARY Released sequentially from July 2016

GOVERNANCE

INCIDENT RESPONSE

|

COLLABORATION AND
ENGAGEMENT WITH
APPROPRIATE THIRD
PARTIES

Best Practice Guide \

— v"Incident Response
— v Third Party Collaboration and Engagement
— v" Governance

— v Risk Management

— v/ Awareness and Training

— v Threat Detection, Monitoring, and Analysis

 Security by Design

Released —

To be
MAZDA MOTOR CORPORATION . . .
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2. Japan Trends

(Cyber Security Management Guidelines Ver2.0 ‘17 /11/16) RS

Ministry of Econony, Trade and Industry

lll. 10 Important items which the management should direct their CISO to observe

. Cybersecurity is a management issue

Building Cyber Security Risk Management System

Security measures are not “cost” but an essential Direction 1 Raise awareness of cybersecurity risks and announce a security policy
“investment” ensuring business continuity and — : :
future srowth :> Direction 2 Build an cybersecurity management structure
Direction 3 Secure resources (e.g. budget, people) for cybersecurity measures
g get, peop y y

Security investment is one of the duties of the
management

Identify Cyber Security Risks and Establish Countermeasures

Direction 4 Understand cyber security risks and develop risk management plans
Direction 5 Establish systems to address cyber security risks

Direction 6 Implement PDCA of cyber security measures

Il. 3 Principles which the management need to recognize

Prepare Actions to be Taken in Case of an Incident (Cyber Attacks)

(1) Recognize cybersecurity risks and take the leadership Direction 7 Establish an emergency response unit in case of an incident

In promoting measures —
Direction 8 Establish a unit that promotes recovery efforts in the event of an incident

Implement comprehensive security measures covering

(2) the company itself, its group companies, and business Promote Measures to Enhance Cyber Security in Supply Chain

partners of its supply chain Direction 9 Grasp and promote measures among business partners and contractors

Communicate appropriately with relevant parties by, Promote Communication with Related Parties
(3) for example, disclosing information on security

: Direction 10  Gather, share and effectively use cyber attack/incident information
measures at any times.
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2. Japan Trends RORRERE
(Three Principles for Management and Top 10 Security Principles

cemegzannes —_— that CISO Must Implement (Overview))
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2. Japan Trends

Government policies on preparation of regulations for autonomous vehicles
o
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2. Japan Trends

Regulations for Autonomous and Other Advanced Technologies
Road vehicle regulations have been revised in consideration of cyber security

and approved by the Cabinet (March 2019)
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2. Japan Trends : J-Auto-ISAC (Information Sharing Analysis Center)
J-Auto ISAC was established in January 2017,

following the example of the US Auto ISAC

B Auto-ISAC established under the initiative of the US government in January 2016

» Participation by variety of industries sectors, such as automotive, parts
suppliers, telecommunications and IT, incl. Japanese OEMs

Momentum has grown to establish Japan version of ISAC with a view to quickly
address situations unique to Japan (e.g. vehicles sold only in Japan, micro cars),

B Industry-driven ISACs were established in Finance and ICT

» The government-led cyber security action plan for key infrastructure industries
also places importance on information sharing across public- and various

Momentum to establish Japan ISAC grew among supervisory agencies and the auto industry
as they recognized needs to share information on “automobiles”

Investigation on cyber threats against automobiles
Analysis of cyber security levels

Technical analysis on vulnerabilities

Gathering and analysis of related information
Simulation drill of auto cyber attacks

<Activities>

AN =
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Summary

» The Regulations is progressing internationally to avoid vehicles
Cyber security risks.

» In Japan, regulations on vehicle cyber security and software
updates will be implemented next year.

» In my presentation, | summarized the latest regulations related to
security in Japan and globaly, as well as the development of
standards that correspond to cyber security and software update.
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Thank you!
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