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1. UN/WP29 Organization Jama
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UNR155:Proposal for a new UN Regulation
on uniform provisions concerning the
approval of vehicles with regards to cyber
security and cyber security management
system

UNR156:Proposal for a new UN
Regulation on uniform provisions
concerning the approval of vehicles
with regards to software update and
software updates management system
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5. Scope of the Regulation Jama

Management system Certification
Examine the risk assessment includes out of vehicle of the stages through the
lifecycle to secure effectiveness of the cybersecurity measures.
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1 0. Interpretation Document Jama
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Part 1l
1. MANAGEMENT SYSTEMS UNR155 & &5 L 7-

1.1. Management System for Cyber security
1.1.1.  The vehicle manufacturer shall have a system that manages cyber security throughout the following phases: (R155, paragraph 7.2.2.1)

(a) Development phase;

(b)  Production phase; and

(c)  Post-production phase.
1.1.2. The management system for cyber security shall include processes to: (R155, paragraph 7.2.2.2)

(a) manage cyber security at an organisational level;

(b) identify risks to vehicles, which shall include consideration of the threats in Annex 1, Part A, and other relevant threats;

(c)  assess, categorise and treat identified risks;

(d)  verify that risks identified are appropriately managed;
(e) testthe cyber security of a vehicle;
(
(
(
(

f)  ensure that risk assessments are kept current;
g)  monitor for, detect and respond to cyber-attacks, cyber-threats and vulnerabilities on the vehicle;
h) assess whether the cyber security measures implemented remain effective when new cyber threats or vulnerabilities are identified ; and
i) provide data to enable analysis of attempted or successful cyber-attacks.
1.1.3. The management system for cyber security shall ensure that cyber threats and vulnerabilities that are identified as requiring a response from the
manufacturer shall be mitigated within a reasonable timeframe. (R155, paragraph 7.2.2.3)
1.1.4. The processes used in the management system for cyber security shall ensure that the monitoring specified in section 1.1.2(g) is continual and
includes: (R155, paragraph 7.2.2.4)
(a) vehicles in the field; and
(b) the capability to analyse and detect cyber threats, vulnerabilities and cyber-attacks from vehicle data and vehicle logs. This capability
shall respect the privacy rights of vehicle owners and drivers, particularly with respect to consent.
1.1.5.  The management system for cyber security shall manage cyber security related dependencies that may exist with contracted suppliers, service
providers or manufacturer’'s sub-organizations. (R155, paragraph 7.2.2.5) 12
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VEHICLE REQUIREMENTS

UNR1BS & & L 72

Requirements for Cyber Security
The manufacturer shall identify the critical elements of the vehicle and perform an exhaustive risk assessment for the
vehicle and shall treat/manage the identified risks appropriately. (R155, paragraph 7.3.3)

The risk assessment shall consider the individual elements of the vehicle and their interactions.

The risk assessment shall consider interactions with external systems.

While assessing the risks, the vehicle manufacturer shall consider the risks related to all the threats referred to in Annex 1,
part A, as well as any other relevant risk.

The risk assessment shall consider all supplier-related risks. (R155, paragraph 7.3.2)

The manufacturer shall protect the vehicle against risks identified in the risk assessment. (R155, paragraph 7.3.4)

Relevant and proportionate mitigations shall be implemented to protect the vehicle.

The mitigations implemented shall include all mitigations referred to in Annex 1, Part B and C which are relevant for the
risks identified. However, if a mitigation referred to in Annex 1, Part B or C, is not relevant or not sufficient for the risk
identified, the vehicle manufacturer shall ensure that another appropriate mitigation is implemented.

The vehicle manufacturer shall perform appropriate and sufficient testing to verify the effectiveness of the security
measures implemented. (R155, paragraph 7.3.6)

The vehicle manufacturer shall put in place appropriate and proportionate measures to secure dedicated environments on
the vehicle (if provided) for the storage and execution of aftermarket software, services, applications or data. (R155,
paragraph 7.3.5)

The vehicle manufacturer shall implement measures for the vehicle to: (R155, paragraph 7.3.7)

(a) Detect and prevent cyber-attacks against the vehicle;

(b) Support the monitoring capability of the vehicle manufacturer with regards to detecting threats,
vulnerabilities and cyber-attacks relevant to the vehicle;

(c) Provide data forensic capability to enable analysis of attempted or successful cyber-attacks.
Cryptographic modules shall be in line with consensus standards. If the cryptographic modules used are not in line with
consensus standards, then the vehicle manufacturer shall justify their use. (R155, paragraph 7.3.8)
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