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Central Elements of ITS Security

How do we protect vehicles
and drivers from being tracked?

Privacy
Protection

ID Management
& Integrity

. Misbehavior
~/  Detection

How do we ensure that
only valid vehicles participate
in ITS communication?

How do we prevent a valid vehicle
from injecting incorrect data into

the ITS?

Pseudonym Schemes in Vehicular Networks: A Survey, IEEE Comm S&T, 17(1), 2015
Survey on Misbehavior Detection in Cooperative Intelligent Transportation Systems, IEEE Comm S&T, 21(1), 2019
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Survey on Misbehavior Detection

IEEE COMMUNICATIONS SURVEYS & TUTORIALS. VOL. 21, NO. I, FIRST QUARTER 2019

i

Survey on Misbehavior Detection in Cooperative
Intelligent Transportation Systems

Rens Wouter van der Heijden ., Stefan Dietzel

Abstract—Cooper: sent  transportation_ systems
(I1S) are a pmmwmg |eclmnlogy to enhance driving safety
efficiency. communicate wirclesdy with other vehicles
and inrmzmcmm thereby creating a_highly dynamic and
heterogeneously managed ad-hoc network. It is these network
properties that make it a challenging task to protect integ:
orrectness. A major component
is the problem that traditional security mechanisms like public
cryptography only
r attackers that do not possess key material.
However, becam attackers can be insiders within the network
valid key material), this approach cannot detect

r behavior and information analys
wn_intrusion detection forclassica

ecosystem and discuss shortcomings of PKI-based security. We

derive iscuss a classification for misbehavior detection
‘mechanisms, provide an in-depth overview of seminal papers on
and highlight open issues and possible future research

Index Terms—Vehicular ad hoc networks, intelligent vehicles,
intrusion detection.

I. INTRODUCTION

HROUGHOUT the field of computer science, securing

systems against malicious attackers has become a funda-
‘mental requirement for safe, secure, and dependable operation
of applications. Today, professional attacks against systems,
which are mounted by large criminal organizations or even
governments, are becoming increasingly common [1], [2]. At
the same time, computer systems are increasingly intertwined
with the real world, making them more appealing targets.
The term cyber-physical systems (CPS) has been coined to
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encompass systems that are characterized by a large deploy-
ment of networked devices equipped with both sensors and
actuators [3]. They are distinguished from traditional embed-
ded systems, where dual nodes interact with the real
world in strongly constrained environments. In contrast, CPS
are highly networked, deployed in large regions, and may
contain nodes with heterogencous computational power. The
content transferred in these networks is highly predictable,
relating directly to real-world phenomena [3], [4], a fact that
enables novel techniques to detect attacks, collectively referred
1o as mishehavior detection. A prominent example of such
a system is a cooperative intelligent transportation systems
(cITS), which consists of vehicles, road-side units and back-
end systems, and which is the main focus of this survey.
Attack detection in general is an essential second layer of
security for networks, especially for widely deployed net-
worked systems in potentially hostile environments, where
attackers may have physical access to a subset of the system.
Furthermore, the impact of such attacks is much greater, as
they can easily be tailored to cause real-world harm or loss
of life. Therefore, misbehavior detection in both CPS and
CITS is essential for the secure and thus safe operation of
these systems

Cooperative Intelligent Transport Systems are networks
designed to provide a variety of benefits [5], [6]. These include
improved road-safety, greener driving through improved traffic
‘management, support for partially autonomous vehicles, and
infotainment services such as traffic information services. The
characterizing communication paradigm of all these applica-
tions is that sensors are used to measure real world conditions,
which are then communicated over a ubiguitous network. This
network is built up by equipping each vehicle with a wire-
less interface, creating a dynamic ad-hoc network that can
be accessed without further overhead, which is commonly
referred 1o as a vehicular ad-hoc network (VANET). The
VANET can also include infrastructure components, referred
10 as road side unit (RSU), which are sparsely positioned along
the road. The resulting network that includes sparse infras-
tructure is referred to as a ular network. Vehicles use
the VANET to send and receive information, building a world
model from received messages. which is used for the applica-
tions mentioned above. However, vehicles can also sense local
information through a variety of sensors, especially with recent
developments in partially autonomous driving. This informa-
tion, communicated through vehicle-internal networks, is used
for autonomous decision making by the vehicle, either in ded-
icated driving scenarios or with complete autonomy. These
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Cooperative Adaptive Cruise Control (CACC)
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Cooperative Adaptive Cruise Control (CACC)
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Analyzing Attacks on CACC, IEEE Vehicular Networking Conference (VNC) 2017
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