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a. Threat analysis study

This study is intended to identify the entire picture of the threats relevant to
automated driving vehicles and systems including the attacks from outside
the vehicle, such as V2X; it is not only intended to reveal threats relevant to
the automated driving vehicles, but also the threats relevant to linked
operations between each vehicle and system-composing elements as well as
the ecosystem and usages when the system is in operation.

b. Preparation of draft guidelines for information security assessment

Based on existing security issues in the market (hereinafter, “incidents”) and
vulnerability information as well as existing security assessment techniques, a
draft guideline for security assessment for vehicles will be prepared.

C. Trial study on information security assessment

Using the draft assessment guideline developed in the above Item b, we will
perform an assessment on actual vehicles and component systems to assess
a vehicle or the comprising systems and will also check the validity of the
guideline; if necessary, modifications will be made to the draft assessment
guideline.

d. Preparation for management of field operation test (FOT)

Based on above a to c items and to realize early launching of the FOT held in
the fiscal year 2018, we will propose a necessary plan for launching the FOT
and will develop application procedures, forms, terms, contract documents

(including provisions for non-disclosure), etc. for participants of the FOT.
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4-9 BHENERICE T MY A KR E S (http://www.mlit.go,jp/road/ir/ir—
council/autopilot/pdf/06/4.pdf &Y Hisk)

4.5 SAE J3016

SAE TIEBEEGZHE MOV A/N\—tFa) TSR L THRAGREXENRITIN TS, £D
25, J3016 TIXEENEEL NIV b5 BRFEIZH T TREESNTREY, SRIFCDEEZFIZHLTH
EERESULVDRESNDSDLDEEZALONS. —OIC, BENEGRETEL->TEH, TD&I% 6 X

P(RE 5 R DEMMNHEFLELE ST L LILHENTFHEND.

Table 4-1 SAE ME 5 HEHEEL N IS EXHER4]KLY 5] A)

L HEHEEDARE

~

L

0 |Ei&:BENMLLE | ARDEEREN. 2 TEITI,

L(No Driving
Automation)

1 | EEXIE HEOBHIELIRATLA NEDEGZFEELEEETKIE
(Driver L. L<DODDEEARIEERT HIENTED,

Assistance)

2 | BoHHEERE | EROBEECRATLL, LWOMDEEARVEEELERT S
1t (Partial EMTES—A. ANEIDBERE (&, EBEHIRFEZE/RL. £-. BUYDED
Driving DOBEARIEERELEITHEITHED,

Automation)
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3 | FHHEERR | BEMES AT LR LOMDEEFRIZEREERT HELDBIC,

1t BIERIRIEZHHGEICERT H5—A. AHDOEEZE(X. HEIEL X
(Conditional TLNEEL-SEIC, HlEHERYRTEFEEZLTEMNETRIEES
Driving AR

Automation)
4 | SEEELRBE | BEMLC AT LR EEARVEERL ., ERIRREEHRTHIENT
{E(High Driving | €4, A&, GlHZIRYRTBEIIGOD, BEMEL AT LK. H5
Automation) REBE-ZSHTOAHTEMTHENTES,

5 | e EEEY | ABEIATAL. ABOEEENBETEHE TORETITAL
{E(Full Driving | T, £ TOBERARVERRET LN TES,

Automation)

BIZ, COLRLVIZEWTEELGDIX, ERVATLEEGREORENHERICHS. ERVAT

LAEBEEDNERZEIGERICE, ERA—D—INEROREEZMEIDLELAHSH. D=8, FFIC

BLLODIE, LA 3 DEGREELEMY AT LDORTHEERNITERT HHEETHY, TR
[CWTINEBERZEINEIRSATLI—F -G EICERF SN IFREENSEITT HLHEUT
REMENDHD.

46 HENEIERE X2 T4

I, BEGRVATLORENELICONT, BEEGRV AT LEZHFREEHINHES
NTWS. LTI, Cho®DBRICOWT, BIFISBREFELTHRT 5.

4.6.1 EATFITH5EBEH

46.1.1 BlackHat EU2015, escarUSA2016

BENEERY AT LICR T BHE551%EEL T, Jonathan Petit BN HEHET S EIZKY, BENE
BV AT LDYZROEAIENH KL LEERL TS, R ELL UYL, BENESRE
BHHEDHASO LIDARZEELTEY, INoD ANEREEICLIZY, BELSEELIGANZE

BZ5RBZRFELTVS. I, DASIXFANGHBZEDLGIED, FHEZHITEZDGETS
V=Y )LREICKY, BRITRELSEAIENARETHAHAILEIEHL TS, oI, EEV R

TLNEHT S5t Y (DA, LIDAR, BF KUY, RADAR) IS I HHEICHLT, & 4-8
[SRENDESITEIEREBEALG T NITESENI EEFIERLTLS.
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* Blinding (partial, full) ﬂ W

« Dazzle

2} Securitylnnovation’ |. Petit - ESCAR US - June 01,2016

¥J cusEovED SECURITY BUSINESS UNIT

4-10 AASIZx 9 B Bi(Jonathan Petit, AUTOMATED VEHICLES VULNERABILITIES?
escarUSA2016 &V H L)

* Jamming

* Spoofing

° U N d e‘tected O bJ ects Scientists Take a Major Leap Toward a ‘Perfect’
Quantum Metamaterial

[ d study

Trap las Trap laser
v v v -
<
@ Securitylnnovation® J. Petit - ESCAR US v . 9
EMBEDDED SECURITY BUSINESS UNIT . o -
£

4-11 LIDAR (239 & Bi(Jonathan Petit, AUTOMATED VEHICLES VULNERABILITIES?
escarUSA2016 &\ HHL)

22
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TCU E->T=V Ik | DATLDFESEY SREE, &M

4.6.1.2 Tesla Model S

HEOD T EEXTHAHIT UMLKY, %Z%*i@iﬁﬁl‘*ﬂ'é*%fz BERMNRERINTL

5. %512, LIDAR %2 E O Time of Flight (TORARXIZEWNTIE, EEWH LD KETEH LIDAR F
TIZEHEDEEFRZERDIY, BLLIZYTHIEITLRY, Bﬁ%%it@u%h#&’éﬂﬂzé/ﬁ%
CEMTEDILZREIILz. COKIIC, ERMBERICEAMLGSTH, ERDNEREEER ML
KBTI LHFENSHEELTLS.

23



e BERT > BOADORESE

1. “Sre=2r0" Jamming Attack - Setup
- EEMEAREAREICTD Car ln g
Tesla Model S
A
2 . ”78: D ?i L/" Ultrasonic Jammer
e B:
- [EEY R < fE< (CRE 3 s o
e left front bumper
ITDEOMEE
Jamming Attack — Results Spoofing Attack - Results
* On ultrasonic sensors * On ultrasonic sensors
* On cars with parking assistance * On cars with parking assistance
* On Tesla Model S with self-parking and summon - -
ﬂ o S P

Tesla Normal Tesla Jammed Audi Normal Audi Jammed

https://media defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF CON-24-Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles. pdf

4-12 BEREVYOLEYTELICKSEREOBEZA
(https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEFCON-
24-Liu-Yan—Xu—Can-You—Trust—Autonomous—Vehicles.pdf &b HHt)

e ZURL - -1 YADRETE(KE TH)
L=
- BEEMZEREAREICT D(ETH)

- EEMEIAL EL (CRET 3L SHh%

3. “Relay”

Attacking MMW Radars & Setup Attacking MMW Radars - Results

Attacks: " 2 * Jamming: evaporate detected object
* Jamming
* Spoofing
* Relay

* Spoofing: tamper with object distance

Equipment:
Signal analyzer (C)
Harmonic mixer (€)
Oscilloscope (B)

https://media defcon.org/DEF%20C0ON%2024/DEF%20CON%2024%20presentations/ DEFCON-24-Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles.pdf

4-13 SYBEL—F~DHEYTELICLEIMEDLEHRT A
(https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEFCON-
24-Liu-Yan—Xu—Can-You—Trust—Autonomous—Vehicles.pdf &b H &)
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52 HENEROEAY 7Y 1 OFRE

52.1 RAEXN&R

BHAOHERRARTOD VM TREAINTVSBEHER Y AT LDY—ERIZDVTUT DR
[SRITADIIEREL:. #, LB TERABSA KRG —BOBIDOAERATS.

% 5-1 fAERNE—K

Joozok ES

Transdev BENESGI S LBEIZKY, A TIVRBE O 7)o —EREEE
BENEER/\R | BERHIETOBENEEG/ N\ ADETEEDEE

Sv o FSUODEFESIZAVEKRIIETORFE

BEE 7 | BBEEZIT7IHILICELY, BAOEREEZRESTRYMEA

)y

5.2.2 Transdev

19 QETIRASNEINR AT LTHY, BB TS4Y D Delphi P HE- L/ —%/N\—bF—
[CLT, BEFEE/N\REZELETND. ZOY—ERDFELTIE, HAKBI—RT—ANEZD
nNTHY, FIZIE, UTOESIET7—ARIAILOTAMIAILUS L, BENEER/ AR FEASHh
HIEDREEINTIND. £z, A—F—DERITEINREBIZFTIVRTFHNT I —ERL
EMNRETEN TS,
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Get around your neighbourhood in
Sutherland Shire with TransdevLink

Plan your trip. Jump aboard. Arrive safely at your chosen
Book and pay by Our driver will pick neighbourhood destination.
phone app, online you up from your Or connect to an onward

or over the phone. doorstep or agreed transport service. Don't forget
You can also pay in location. to plan your trip back.

cash to our driver.

(F transdev (@03

5-2 HENHER/\RIZK DB BFEE) (http://www.eglobaltravelmedia.com.au/customer—
convenience—is—king-with—transdev—to—deliver-on-demand—transport—pilots—in—sydney/d& VY i

B)

Moving autonomously with Transdev-Delphi

A trip can be planned via At a designated stop a The autonomous pod Customer arrives at

phone app or computer by customer can buy and moves to next designated destination safely and
looking at the driverless validate a ticket, then board stop. All pods are monitored can now plan a return
pod routes and times. the autonomous pod. for safety at a control center. trip or access another

form of transport.

G woredey DaELPHI

5-3 Transdev [CTEZONTWA/N\RDEFEEH R T L
(http://www.autonews.com/article/20170607/MOBILITY/170609829/delphi—transdev—plan—
self-driving—taxis—in—france &V H #)
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5.2.3 BEIER/ R

BRI T/ A RELT

XHERBlEED D, HEME=—XELT, BEMIE TONRETEITITENTEINTINS. B
B TlE, BHFRICEHSIBRHELEEZN\RICRETESI Y —EXDNURFREF—EREL TR
BLINTWS. —F, NADEBITEEEL, N\REETTHODREENTNLZNKES%H
WTEINREETTHONHLNENSHEENHS. €2 T, BEEGREMEALNIE, /NRE
TOARXNTHIANGELGENMERTELSEVSHLDLHS.
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5-4 BEEHIE TO/NRETORT L (SCHER[10]&Y H #1)

5.2.4 FyOI-LBBEIEST

BEERTOEMESIEMW

XHK6]TlE, BEREBRTOKIIETE—HEATITIENERIN TS, IhIE, YR
OIS VIIZLIERERTOEMRM L, EERFAROEETEDANLHS. —A, K5
ETOEMICITEERBEZRAVSLGENRFINTEY, SLEEAANEERTLHEERGEE
RIFTTTHEEL B E TEAHL.
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53 HWY 2T LODHRAE

5.3.1

UTDORIZETHENEGRMENERRET 2A—H—DER AT LEREL.
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— Mercedes | 2014 FIZERFEENT- S VS ADIEHM LFEHET 5.
(10 Benz
) Daimler FALS—H DNV IIZE T EEREFELT-.
Truck
Audi A8 IR g DR ERELT:.
BMW Trendforce [ZLDIERMH D Mobileye EHEFE T 5.
Nissan Nissan ProPILOT D'1&E#R&YHEFELT=.
Ford BHEHEESEmZARE D
Hyundai EV THS I0IQ D EENHEE S AT LZERHAFEL TN
SAIC PEMAITIZE GM EEBITRAFELTLS
Changan GPS+LIDAR+CAMERA (&% BENEERI AT LERF
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AR— | .Commna —EOEMIZEMTAIGELEA=YNIKY, T2 BHELFEIRT S
e DART LERFES

(2#t) | AutoX LIDAR %G E DG fiG o Y a2 FERAT HILLL, WATDEBRLEICEL
YEIRT 5.

5.3.2 GM(Cruise)

GM A ETE T HERLIL, 2D RADAR & LIDAR EAASHERE TEHILIZLYEIRENS. 7D
581X, Strobe $t D LIDAR #1RF T 5 &(Z&Y, 28D LIDAR ZRREB L THEE, MHEFHRE N

DHEVATLEBETELRESND.
AV SPECIFIC REDUNDANT HARDWARE SYSTEMS

14x cameras: detect and track
traffic lights, pedestrians / cyclists,
free space, and other features

3x articulating RADARSs: wide field

of view without compromising

range for unprotected turns,
double parked vehicles, and
minor-major intersections

N
!1 S 5x LIDARSs: build a
o B e

comprehensive 3
dimensional view of
the world

<
- L 8x RADARS: detect vehicles and

velocities at long ranges

10x ultra-short-range RADARS: low-cost
sensing for objects close to the vehicle

40% OF THE CONTENT IS UNIQUE VS THE BOLT EV

5-7 GM(Cruise)h\ €Y 5 HENEREM S X T LDHERL
(https://electrek.co/2017/11/30/gm—electric—vehicle—autonomous—driving—tesla/ &V H §)
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SYSTEMS DIVERSITY AND REDUNDANCY

An important result of our Comprehensive Risk Management and Deep Integration process is systems diversity and redundancy, which are key

drivers of the safety of the Cruise AV.

Self-Driving Computer

The Cruise AV has two main computer
systems operating simultaneously, so
if the primary computer has a problem,
the secondary system is there to

take over.

Vehicle Localization

The vehicle’s location is estimated by
many different methods, which means
that even if the localization information
from one system becomes unavailable,
the vehicle can use localization
information generated by other sources,
such as from LIDAR data or from our
inertial tracking system.

Electrical Power

We have included redundant electrical
power sources and power distribution
for all Important systems. Main power
is provided through the high voltage
electric vehicle battery. Should power
from that battery fail, backup batteries
will power all critical sensors, computers
and actuators.

Signal Communications

c

Perception Sensors

ations between ters, Sensor diversity provides confidence that

sensors and actuators have an alternate
path if the primary fails.

On our self-driving vehicles, the steering
and braking systems have redundant
motor actuators, electrical power and
computer electronics so the vehicle can
respond safely and keep performing
during a failure.

5-8 LY DT EER
(http://www.gm.com/content/dam/gm/en_us/english/selfdriving/gmsafetyreport.pdf &b HiH#t)

the self-driving system can detect, track
and classify objects around it. Field of
view overlaps enable 360-degree vision
even if a sensor fails.

Our vehicle includes a crash-imminent
braking system calibrated to work as a
backup to the self-driving system that
can apply the brakes to stop the car

if necessary.

Integrated Vehicle

Health Monitor

Keeps track of diagnostics for all
self-driving systems in the vehicle
and determines operating state
of the vehicle.

System Robustness
All critical systems have been designed, tested and validated through intrusive testing,
test track durability testing and extensive on-road mileage accumulation.

Self-driving
software “brain”

Currently Available LIDAR

Deep simulation
capability

HD Mapping
and Routing

AV-specific redundant
hardware systems

Automotive safety and
durability validation

Cyber-security and
electrical architecture

Vehicle connectivity
and data collection

PROPRIETARY AV SENSORS

« Effective range: 1x
» Cost: ~$20,000
* Quality Issues

Next Gen LIDAR

* Expected effective range: ~1.25x

« Cost: ~$10,000

Strobe + GM + Cruise

« Expected effective range: ~2.5x

* Cost: ~$300

v

STROBE ACQUISITION ENABLES SIGNIFICANT PERFORMANCE IMPROVEMENT
AND COST REDUCTION

GENERAL MOTORS

66

5-9 Strobe B ® Lidar(https://insideevs.com/wp—content/uploads/2017/12/6.png &Y H

B)
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5.3.3 Mercedes Benz

2014 FI2FESESN Tz S-Class TIE, TRID K37 RADAR, RTLA DA, BERKEVYERT
DIERETRD.
4 Radar, stereo camera and ultrasonic systems
More sensors - more protection

500 m range, with
range of S0m / opecsng
A

an,

—

0.2m-30m range/opeming angle 80*

5-10 Mercedes Benz Dt Y D&ERK (http://www.extremetech.com/extreme/166598—
frankfurt—auto—show—mercedes—shows—off—fully—autonomous—s—class—production—cars—coming—
by—2020 &kVY) i 51)

F1=, 2017 F2(X, BEREEZESHLEVWEEGEDI T EFRBETHIEIZKY, EFEICS
CDHETEEZLHO-D, LvA L EDBFHEE TIICD RSB BEEEMAFIRE TEHAIEEMEE TR
L7=.

5-11 BEREOLWNWEFIRATLOAET (http://cdn.wonderfulengineering.com/wp—
content/uploads/2015/01/Mercedes—Benz—F—015-3-610x458,jpg &V HH Bt)
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5.3.4 Daimler Truck
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https://www.computerworld.com/article/2919094/telematics/the-first-self-
driving-18-wheeler-hits-the-highways.html

5-12 Daimler Truck D&
(https://www.computerworld.com/article/2919094/telematics/the—first—self-driving—18—

wheeler—hits—the—highways.html & H{ #)

5.3.5 Audi

Audi M54, LIDAR, RADAR, BEKtE Y, hASORE U HEEHRIT ORIFLTLS. ThiC
LY, 2AHAMTEUYHEAN—TFBIEEERLTLNS.
Q11D

Audi A8
Sensorfelder der Umfeldiiberwachung
Sensar areas for environment observation Umgebungskamera
a71? © ermraniment camers
Front-Kamer a Ultraschallsensoren,
Feoot can Ultr soevic sensor|
Umgebungskamera
360" emiranmant camwera
Umgebungskamera <
360" emironmen t camera

Long-Range-Radar —
Lang ras

Mid-Range-Radar
Mid range radar

Umgebungskamera
360° emvironment camera
Ultraschallsensoren
m‘r‘d-Range'-Ffadar seitlich
i icen Side uitra sonic sensor

Ultraschallsensoren seitlich
Side vltrs sorvc sensor

Ultraschallsensoren
s0rNC sen0rs

5-13 2017 FIZFHEFREIN 1= Audi A8 DFERK (http://www.nydailynews.com/autos/news/self—
driving—cars—ready—put-computer—dr—article—1.2320628 &) Hi#)
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5.3.6 BMW

Trendforce [Z&A &, BMW [ Mobileye @ EyeQ2 188 L-EHlmZ M Z{RFTLTLVS. 5% 1,
Mobileys & Intel AER THELTWSEE BENESGZHNELI- AV EEBETHENFE
Nb.

¢ 2017 DTrendforcelc &3 &, BMWI(EMobileyedEyeQ27z &k
¢ 2016F(C(F210KE=Z#BZ, T RATD76 e XE<HBX D

o Intel-Mobileye(d2021F(C(FZEBE#BEGR BN S U 1w hEF
TIDFENDD

Delphi's Ottomatika Automated Driving software,
sensor suite, and its computing platform called

Delphi's Multi-Domaia Controller
hormion b o eag Pre=s o1 wel 8 450 47€ Sregaten
60 4 10 10 maks e docaans duch o4 when 13 03 0 48

EyeQ2OEH Mobileye" I8FET 53 2 7 LIEH

5-14 BMW H3RFF % Mobileye DAL

(https://www.computerworld.com/article/3181332/computer—processors/intel-mobileye—

merger—to—boost-bmws—self—driving—car—plans.html &V H #)

5.3.7 Nissan

HE X B &SR T E ProPILOT ELTHAFTYHLTLNS. IWETIEX, ELFH4EEIC, L—oF
—TT7ORAMERELGEFEBHLTEY, 2020 F£IZ(%, TRIZCRT LOLGER TR EHEiEZ B
BT ENDRINTILNS.
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ZEDT Y EERHT D LICKIDEHMERR
o 1Bk — —

Nissan Motor Corporation's leading, future generation

— =T ProPILOT technology enables the vehicle to operate
L4 1 21@ Ojjj >( - autonomously on urban roads and freeways, beginning
- when the driver selects a destination using the
. 94@ O) LA DA R navigation system, until arrival,

* 6fEDLIDAR
« 128DV F—

®

12 Cameras 9 Radarsensors 6 Laser scanners 12 Sonar sensors
| | \

; .

o

sensing capability

\ J

http://autobuzz.my/2017/11/21/nissans-propilot-technology-available-real-world-use-2020/

5-15 Nissan PROPILOT MD#&R¥ (http://autobuzz.my/2017/11/21/nissans—propilot—
technology—available—real-world—use—2020/ &) t #)

5.3.8 Hyundai

Hyundai A%, 2016 £ 11 BICHFE R L-BEHEERER IONIQ IZDULVTIE, RADAR(Long, Middle L
UUIZKYRTAZERTDHDERFIZ, £50D RADAR R H LTS, -, TDMAASERE
T DHILIZKY, FIADEEMERE T DHATOEZEFEHLL(LDW B)DAASEEIZKYHE
THEDEREIRETD. @, AATIEATLAHATAS, 2020~2021 FIZERIELTHEEE
WMATEY, IRHRAENEHLN TS,
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MID-RANGE RADAR
90° ARRAY
3-CAMERA SYSTEM
45° ARRAY

SIDE LASER LIDAR
10° ARRAY

SLAVE RADAR
150° ARRAY

LONG-RANGE RADAR
45° ARRAY

MASTER RADAR
150° ARRAY
FRONT SIDE LASER LIDAR
LASER 110° ARRAY
LIDAR
130° ARRAY

@5» HYUNDAI

IONIQ

autonomous
concept

5-16 Hyundai IONIQ [CHE S 5t YD RBEEH (https://newatlas.com/hyundai—
autonomous—ionig—concept/46489/#p435975 &\ H{ Bk)

STEREOQ TRAFFIC LIGHT  PEDESTRIAN.
CAMERA CAMERA LDW CAMERA

RADAR—&7

AN

)u00

-
)
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5-17 Hyundai IONIQ [T ENDH AT (https://www.extremetech.com/extreme/241242-
hyundai—ionig—self—drive—car—flawless—right—turns—no—danger—speeding—tickets &\ H{Ht)
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5.3.9 Delphi(Aptiv)

2017 £ 3 B &KYERG YT 54V Delphi D BEEERL X T L& Aptiv EWLVSTSURTRRSIAT
W%, Aptiv iE, UTDOE 5-18 ITRT LOLEHEAZEZEEL TS, EMIATLIZEEH TSt
SHEII Mt ERBRDERTHDH NS,

Short-range  Long-range
UDAR1 LIDAR
~om

Aptiv Autonomous sw, SR om
Driving System Comusers
® 4 short-range LiDARs o § o
* 5 long-range LiDARs S psac °FS
® 6 electronically scanning radars (ESR)
¢ 4 short-range radars (SRR)
e 1 trifocal camera
» 1 traffic light camera Shortbranoe ’ ‘A e hoRrage
® 2 GPS antennas Trifocal and
@ 1 Dedicated Short Range ESR = ESR
Communications antenna (DSRC) Long-range ‘ Long-range
LiDAR LIDAR
® 2 computer and software stacks Uonigrenss
for redundancy and safety, SRR \ '-"’r_‘,jl' / SRR
plus ControlTec CT-Edge data £sR -j\- Zesn
communications system. ESR Short nge

*APTIV:

5-18 Aptiv ) B B EEEH | D48 A (http://safecarnews.com/aptiv—reveals—details—of-its—
autonomous—driving—sensor—fusion/ &\ H )

5.3.10 Tesla Model S
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Supplgers to the 2013 Tesla Model S
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PLTES
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/ !
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Car SHTOM
Zaik Ao Grap  Methode Blectronics  ADAC Fuater Dymamics. Inteva Producty
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cootact Supplicr Business at aun

5-19 2013 fEIZFFeEI 1= Tesla Model S DFERL

(https://www.enterpriseirregulars.com/101595/innovation—driven—disruption—automotive—value—

chain—part-3/&V) Hi #1)

5.3.11 Uber

YISV RATHEREMOBANSEMI AT LAOMINS. ERMLZBRIZMBOERA—
H—ERBHTHY, ETEOUTIVEEREIRS
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©20164, UberdEBREm@Y> TS5 >> X

« Volvo XC90%{#EH XTE ER
« Hi175([C360ERADAR | _—
« 360EMD3D LIDAR
cHIFTHAS

- GPS

« A7 I/Xﬁ{é Self Driving Uber sensor suite

7 Cameras Custom compute and data storage
1 Laser 360" radar coverage

Inertial Measurement Units

https://techcrunch.com/2016/12/14/ubers-self-driving-cars-start-picking-up-passengers-in-san-francisco/

5-20 Uber D& RK (https://techcrunch.com/2016/12/14/ubers—self-driving—cars—start—
picking—up—passengers—in—san—francisco/ &\ t{ #i)

5.3.12 & {F FATBELR D R T L

5.3.12.1 Comma Openpilot

BEIHSEHEICHLT, $9800 KILD/N—FDTF7IARMDAT, BEHELEMICHET HE
DKL AT LERFELZ. COVRTLIE, BIRAASEF—ToY—REAVTHHKEIN DL
DTHAN, FDTS5YhTH—LIE, Commma HBFLT= Openpilot ZFEALTLNS. Thid, B
BEA—HD—DEREF T AHETELEMAREEESL I AT LLEFIRBIZHY, EMEIGICESNEELI X
TLEREBETES AR ZRLE-.
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Figure 1 Comma one(https://commaai.blogspot.jp/ &V H #)

5.4 HENEEREN O Hl#Ex5R & e

BENESR AT LD ZLIE, LTDELS75R50(Sense), H|Wr(Understand), 1EE{E(Act)IZH 3B
5. BHENTEWTIE, BREETERRT 50T, GPS, 745, RADER, LIDAR, BE Rt 474
EFXRBRETHENEESINTINAS. COMIZH, V2X BELREZTISHEICIE EEED1—IL
AREEINBZIENFTEINS.

Autonomous vehicle platform: a functional diagram

Act

Map Actions
- Do nothing

3D
4
] ! ] ) wam
1 I - Complement
\ . - Control
' ' Iﬁ A
! ' i
i i
i i
A

i i Vehicle
) . Controls
[ ¥ )
S > Ec‘h:::; it - Brake/acc
]/ ng - Steering
- etc.

Compressed data Visualization/Display
Sub-system

Figure 1. A functional view of the data flow in an autonomous car's sensing and control system.

5-21 BEHEE AT LDIERBEE (http://www.ti.com/lit/wp/sszy010a/sszy010a.pdf &Y
H )
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5.4.2 Over the Air (OTA)

WE, BEEERCLERBEICEDHIEAIE1—4240TAYSLTYITT—FERELT
Over The AiOTA)DBAMNRETEN TV, OTAZRAWNDIEIZKY, HIFRICRREINT-HESS
HIZHTREHITOTSLDEENTEEICHS. %, BHEGEMICELNTIIRTEASL
BEEED— DTGB EEZLNTLNS.

LUTORTIE, HARERIZHNTAFERELTOTADEVENE RSN TS, CORET
(&, 2025 ([ OTA AY 990 ERLIRIBEDTIZIZEHIENFEEINTLVS.

CONNECTEDCAR THREATS

Head Unit

o o e

5-22 (http://www.eenewsautomotive.com/news/airbiquity—introduces—platform—secure—

over—air-ota—software—updates—ces &\ H{ 88)
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5-23 Lane Keep Assist #HE (3Tt 12 KU H#)
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Collision Warning with Brake Support

Collision Warning
Using radar to detect moving vehicles
ahead, the system warns the driver of a
collision risk with an alarm and warning light.

Brake Support
If the risk of a collision increases despite the warning, the
brake support is activated. Brake support enables harder,

quicker deceleration to help drivers stop or reduce speed

5-24 BHEITL—F7LRAMEREDHI (STHR 12 KU H)
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Figure 5 - Relationships between product development at the system, hardware, and software levels
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Step1: Reconnaissance
Profile the potential victim of an attack by means of social networks or phone calls

Step 2: Intrusion
Zero day exploits via email, uploads or webpage

Step 3: Taking control
Installing more malware
Extending control

Step 4: Collecting and leaking information
Leaking information, such as marketing plans, customer lists or
development data

Step 5: Eliminating traces
Removing all traces of the attacker
Installing new backdoor if desired
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4  Appendix

4.1

Test Items Applicable

RNEAMBEROI D, sCENEZHIBR

- Type =Testing Technology Type
- Test Case Name = Name of the Test Case in NEDO Security Guidelines v4
- NEDO Framework ID = ID of test name as under “Test Item ID” field in v4
- Section = Section number of Test Case in NEDO Security Guideline v4

- M/R/A = Mandatory, Recommended or Advanced Type Categorisation of Test ltem

ALENA 72 HIFR

REHBER DD,

Type Test Case Name  NEDO FrameworkID  Section M/R/A
WI-FI Identification of Wireless Communication Defaults NEDO_WIFI_1 6.2.1.1 M
WI-FI Unencrypted Communications & Data Content NEDO_WIFI_2 6 2X]=2) M
WI-Fi Eavesdropping (Sniffing) NEDO_WIFI_3 6.2.1.3 M 3
WI-FI Evaluation of Implementation of Secure Protocols NEDO_WIFI_S 624155 M &
WI-FI Discovery of Exposed Network and Services NEDO_WIFI_6 6.2.1.6 M =
WI-FI Encryption Downgrade Attack NEDO_WIFI_7 6221 R ;@
WI-FI Determine Predictability of Group Encryption Keys NEDO_WIFI_8 6.2.:2:2 R
WI-FI Identification of software (source) NEDO_WIFI_10 6.2.24 R 'K(ﬁ
WI-FI Channel-Based MITM NEDO_WIFI_11 6.2.3.1 A E
WI-FI Fuzzing Enumerated Web Services NEDO_WIFI_12 6.2.3.2 A ”
WI-FI Fuzzing Telnet NEDO_WIFI_13 6.2.3.3 A .T.‘fé
WI-FI Fuzzing SSH NEDO_WIiFI_14 6.2.34 A II_JE]L
WI-FI Fuzzing HTTP NEDO_WIFI_15 6:2.315! A
WI-FI Fuzzing Data over Network Protocols NEDO_WIFI_16 6.2.3.6 A <
WI-FI Identification of Weak Configurations NEDO_WIFI_17 6.2.3.7 A Q
WI-FI Identification of out of date wireless services NEDO_WIFI_18 6.2.3.8 A ,5"\-’
WI-FI Identification of software (source) NEDO_WIFI_20 6.2.3.10 A Q
WI-FI WIDS/WIPS Detection NEDO_WIFI_21 6.2.3.11 A il
WI-FI Unauthenticated Network Access Check NEDO_WIFI_22 6.2.3.12 A é}'@
WI-F Unauthenticated Data Exfiltration NEDO_WIFI_23 6.2.3.13 A Km/
Bluetooth Identification of Bluetooth Devices ~ NEDO_Bluetooth_1 6.4.1.1 M bl
Bluetooth Identification of Bluetooth Profiles ~ NEDO_Bluetooth_2 6.4.1.2 M E
Bluetooth Identification of Bluetooth implementation Vulnerabilities ~ NEDO_Bluetooth_3 6.4.1.3 M %
Bluetooth Identifying Unlisted Bluetooth Profiles ~ NEDO_Bluetooth_4 6.4.14 M /\/\
Bluetooth Unencrypted Bluetooth Communication ~ NEDO_Bluetooth_S 6.4.1.5 M o
Bluetooth Simple Pin security on Bluetooth pairing  NEDO_Bluetooth_6 6.4.1.6 M
Bluetooth Testing the effects of DOS on Bluetooth ~ NEDO_Bluetooth_7  6.4.2.1 R
Bluetooth Spoofing Bluetooth device  NEDO_Bluetooth_8  6.4.2.2 R
Bluetooth Blueborne  NEDO_Bluetooth_9 6.4.2.3 R
Bluetooth Bluetooth MITM  NEDO_Bluetooth_10  6.4.3.1 A
Bluetooth Advanced Pin security on Bluetooth pairing  NEDO_Bluetooth_11  6.4.3.2 A
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Bluetooth Unauthorized Access Vehicle Devices NEDO_Bluetooth_12  6.4.3.3 A
Bluetooth identify Bluetooth firmware implementation errors NEDO_Bluetooth_13  6.4.3.4 A
Mobile Copy/Paste of Sensitive Fields NEDO_Mobile_1 6.5.1.1 M
Mobile Compiler Settings Checks - Development NEDO_Mobile_2 6.5.1.2 M
Mobile Compiler Settings Checks - Production NEDO_Mobile_3 6.5.1.3 M ﬁ
Mobile App Entitlements/Permissions Check NEDO_Mobile_4 6.5.1.4 M —_—
Mobile Hardcoded Sensitive Information NEDO_Mobile_5 6.5.1.5 M S
Mobile Custom Keyboards Disabled NEDO_Mobile_6 6.5.1.6 M w
Mobile Debug Prevention - Development NEDO_Mobile_7 6.5.1.7 M _K@
Mobile Local Authentication Brute Force Attacks NEDO_Mobile_8 6.5.1.8 M
Mobile No Authentication Required After Background Resume NEDO_Mobile_9 65519 M K
Mobile Application Logs Sensitive Data NEDO_Mobile_10 6.5.1.10 M %
Mobile Certificate Validation =~ NEDO_Mobile_12  6.5.1.12 M ]
Mobile Certificate Pinning NEDO_Mobile_13 6.5.1.13 M L
Mobile Binary Obfuscation - Development NEDO_Mobile_14 6.5.1.14 M ,
Mobile Information Leakage NEDO_Mobile_15 6:581:15 M -Q
Mobile Application Allows Backups NEDO_Mobile_16 6.5.1.16 M (W]
Mobile Third Party Library Checks NEDO_Mobile_17 6.5.2.1 R N~
Mobile Cryptography Checks NEDO_Mobile_18 6.5.2.2 R Q
Mobile Application Communications Channel Security Testing NEDO_Mobile_19 61572.3 R m
Mobile Command Injection NEDO_Mobile_20 6.5.3.1 A e
Mobile Sensitive Data stored on device NEDO_Mobile_21 6.5.3.2 A m
Mobile Application File Permissions NEDO_Mobile_22 645:3.3 A E
Mobile GUI Bypass NEDO_Mobile_23 6.5.3.4 A mEE
Mobile Android IPC Checks ~ NEDO_Mobile 25 6536 = A L
Mobile Binary Obfuscation - Production NEDO_Mobile_26 6.5.3.7 A \4
Mobile Certificate Pinning Bypass NEDO_Mobile_27 6.5.3.8 A
Mobile Debug Prevention - Production NEDO_Mobile_28 6.5.3.9 A
Web Verify Authentication Scheme Exists NEDO_WEB_1 6.6.1.1 M
Web Verbose Server Banner NEDO_WEB_7 61617 M
Web HTTPS Enabled/Enforced NEDO_WEB_8 6.6.1.8 M
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