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Unauthorised internet
access to the server
(enabled for example by
backdoors, unpatched
system software
vulnerabilities, SQL attacks
or other means)

BB (T R TR

- Securely configuring servers (e.g. system hardening)
- Protections of external internet connections, including
authentication/verification of messages recieved and
provision of encrypted communication channels

- Monitoring of server systems and communications

- Manage the risks and security of cloud servers (if
used)

- Security information and event management

Loss of information in the
cloud. Sensitive data may
be lost due to attacks or
accidents when stored by
third-party cloud service
providers

- Monitoring of server systems

- Managing the risks and security of cloud servers.

- Applying data minimisation techniques to reduce the
impact should data be lost

- Security information and event management

manner
=

Sending a large number of
garbage data to vehicle
information system, so that
it is unable to provide
services in the normal

- Timestamping messages and setting expiration time
for messages

- Employing rate limiting measures based on context.
- Check size of received data

- Authentication of data.
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