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Discovered

device name Web-base/Cluster-base #devices . Open ports
countries
NL 26.0% 22/tcp
5l RA Cluster-based 278 SE 18.9% 80/tcp
US 16.3% 8080/tcp
ES 59% 22/tcp
STEB Cluster-based 391 MA 20.3% 23/tcp
DE 11.9% 80/tcp
8443/tcp
22/tcp
9
sqERC Web-search-engine-based 821 UBSRQ;;/A) 8080/tcp
. 0
80/tcp
443/tcp
o Web-search-engine-based IT 59.1% B0/tcplora1/tcp
2mD 186 0 21/tcp
DE 40.0%
22/tcp
. 80/tcp
WEE Web-search-engine-based 38 DE 95.6% 22/tcp
23/tcp
US 60.0% 2332/tcp
BEF Both 104 ES 11.8% 9191/tcp
AU 10.0% 9443/tcp
WEG Web-search-engine-based 5 TW 100.0% 161/tcp
sEH Web-search-engine-based 360 £S99.4% 80/tcp
. 21/tcp
s Web-search-engine-based 3 DE 100% 80/tcp
443/tcp
. US 51.5% 2332/tcp
s Web-search-engine-based 67 FR 19.6% 9191 /tcp
CN9.6% 9443/tcp
21/tcp
EK Web-search-engine-based 144 £S 99.9% 22/tcp
80/tcp
123/tcp
8443/tcp
. 22/tcp
wmEl Web-search-engine-based 85 us 84.3% 8080/tcp
80/tcp
443/tcp
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Builtins
cversion

lang
reboot

A cari

22/tcp OpenSSH5.1
23/tcp telnet
80/tcp http

Basics
1wire
iostate
modem

gpspos
list

g

No-authentication s

listdb
gdb

sdb
logdump

Hi 8 : Jose Carlos Norte. Hacking industrial vehicles from the internet: http://jcarlosnorte.com/security/2016,/03/06/hacking—tachographs—from—the—internets.html a1
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Manually select OBE-related keywords

General keywords e |
S A— = Scan
Filter Find OBE product websites with Web | N Search censys |
search engine using the keywords I With the keywords E‘%? Censys
Google )
List of IP addresses
URL 4
3 Filter
Nmap then crawl by full browsersto
Extract strings in h1~h4 html tags ciiein sl ML
@ -~ i@
HTML sources 1
Extract other keywords
Strings (model|name, numbers) from WebUI of l
e L discovered OBE Cluster the HTML sourcesto extract loT
SCan T WebUls
Search Censys with the strings
@s}% Censys

OBE

Candidates Google OBE candidates
A
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