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ISSUE: Threats from Cooperated Devices  —* 7

If even Single App is safe, but may be vulnerable in cooperated situation

Difference of security levels

A consumer device infected malware . between each apps domains
spread to other device and apps . .
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‘ Intrusion via vulnerable app,
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Trust (safety and security) Level Difference (- € C D5

@ Different Level of Requirement
For Safety and Security Level

4 Required or Demanding Level
4 Actual Product Level

_____(2Total Security Level
will be leveled
at the lowest product
When connected

Domain A 2i% Domain B =215 Domain C
Product Product Product
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Lack of Security Standard for IoT . CCDS

« Increasing the threats on IoT systems
« Lack of Security Standard for IoT

Func. Safety Security
Basic Domain Organization Basic Domain .
- N (===== \ Certification Program by
Nuclear Plant IEC61513 : - CSSC in JP
1 Not yet !
I gefined | | IEC 62443
Industrial System IEC61511 (L) i | :
! . .
Smm——- Lack of Guideline or
pm———— ‘ Standard for Consumer loT
. I I
Automotive Ec 61508 | /SO 26262 [is0 270011 . systems
(ISMS) : ]
Healthcare I I
: IEC 60601 1 !
Medical I Not yet i Not yet Test Tool
I defined | fin Development
Home App IEC60335 i ! il supported by
: ! Okinawa Pref.
Elec./ Electronic i 1
Control System |\ J [EC62061 '\?___:
T pmmmmmelee
Security Func. 5 | Discuss |
Product/parts : | ByIPA | CSSCH MRS HES R T Lt Fa)TFrE 48—
: I IPA: 0T ATBUE A SR LRI 1A
N A JPDEC—RBtHlik A B ARG FH S LGS

Copyright 2015 Connected Consumer Device Security Council Proprietary 4



Overview of Automotive Standardization ¢« CCDS
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Value and Cost Balance . CCDS

Security

loT service > Protection

value

( )

Function and Safety
.| ISO/IEC 61508 SIL 1~4 Countdrmeasure
Arch itecture ISO 26262 ASIL QM, A~D, etc

Also colintermeasure

Cost Up by compley architecture Secu rlty by architecfure and Usability

ISO/IEC 15408/CC EAL 1~7
FIPS 140-2 Level 1~4

Comply Important ETIS ITS/C2C-CC TAL 1~4, etc 3 I |t
Requirenaent Q9 Y
such as SafEty Keep Higher Quality

Different Priority and Judgement level
Product domain by domain
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CCDS Overview ¢ ©°bs

Name: Connected Consumer Device Security council
Est: October 6, 2014

Chairman: Dr. Hideyuki Tokuda

— Prof. of Keio University
— Special Advisor of Cyber Security to the Cabinet

Representative Director: Dr. Tsukasa Ogino
— Kyoto University

Director: Dr. Atsuhiro Goto
— Prof. of Inst. Of Information Security

Director: Katsutoshi Hasegawa (President, eSol Inc.)
Director: Hiroyuki Hattori (Director, Witz
Member: 74 (Principal/Regular:30, General:33, Academic:11)
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SCOPE: S CCDS

Embedded/loT/M2M in general, Connected Consumer Devices
which are not operated (monitored and controlled) by professionals
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I

Among daily usage of the consumer devices, unexpected device behavior affects injury, risk one’ s
life, financial property. Our goal is to make the connected consumer devices working cooperative
with safety and security. For the sustainable goal, we promote security awareness and reference
point of good practices to all stakeholder company and organization in each domains.

1. Definition of secure development guidelines for consumer devices and discuss
global standardization

Discuss certification scheme based on secure development guideline

Discuss the way of assurance for basically consumer safety and security
Development of vulnerabilities validation in cooperated consumer devices
Building test beds for verify attacks and countermeasures

Human resource development through those activities

Along with standards of development and security, we support development of
validation tools and verification environment

o) L i ) )
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CCDS External Cooperation ___© =" °~

° CCDS<:> NISC

IoT Security Guideline Dev. <:> |PA e rauemens
Connected World
-Design Process Guide = Security by Design  Development

-Security Testing Guide ->International Std. Guideline WG
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IoT Vuln. Evaluation PF Dev. | > ?]
{

-Vulnerability Testing Tool Development T

-Testing Scenario Development E

Developing the Security Testing Platform kA

PREFECTURE
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Cyber Security Policy for Vitalizing Society and

its sustainable development by NISC L CCDS
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Security By Design (SBD)
.| System Design with Security Consideration

-2, from planning and design stage
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PLAN: Secure Development Guideline Definition e CCDs

Secure Development Guideline

Per Domains Common

V2X P b 4 N\ AW \
 FTODe Arrange basic Discuss Integrated
Remote Access, Vehicle items for situation includes
Control common part embed devices cyber space
for Automated Drv.J| ) _\/ \/
Health Data Healthcare Embedded
Domain common part
Wearable Comm. || common part (Base) Cooperated
"Remote Access, Home Services
Control Appliance common part
I[HEM$ Cooperation| | commog part
Dffice Devices (MFP, et(\_\‘
ic Space Devices (ATM, {

_____________________________ J
As a beginning, Arrange each
Cyber Discuss for each Apps common part
System
Domain
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Founding the 3rd Party Security V&V Evaluation Center

i i i (. CCDS
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Evaluation Testing
Platform System

IoT Evaluation Test Scenarlo_
And Test result Integration 5
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CCDS

EERAFISEIECT 1 ST s iESs Connected World

Development Guideline
Working Group

IoT Vuln. Testing Ctr. R&D Center

L IoT Security Guideline Certification
Development WG

Authority

Testing Testing DB E
Evaluatlon :
Tool Dev. Dev. & Ope :
Platform :

(Future)

: 3 Party Security
» V&V Evaluation Ctr

Service : (Future)

Venders in Okinawa

V&V: Verification and Validation
Vuln: Vulnerability
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