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Safety Applications

= Forward Collision Warning (FCW)

= Emergency Electronic Brake Light (EEBL)
= Intersection Movement Assist (IMA)

= Blind Spot Warning (BSW)

= Do Not Pass Warning (DNPW)

= Left Turn Across Path (LTAP)

= Curve Speed Warning (CSW)

= Transit Applications
Right Turn in Front Warning
Pedestrian Detection

(H# - UMTRI X0 e 7 U v ZVEIZ ATF)
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1

Security Credential Management
Server (SCMS) as trust anchor

Frequently change
certificates to prevent
linking BSMs to one-

another for tracking

purposes

Digital signatures to
guarantee integrity

Option to verify-on-
demand: only verify
messages that will result
in driver’s warning

(Hi#h . CHES 2014)
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Security Credential Management System (SCMS)

Request Certificates

Construct Linkage
Walues {for efficient
revocation)

Perform Bootstrag

Regatat Cenificates
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Range of Roadside

Stationary Signage, Lighting and
&P""e"haf“zed Traffic Control Devices oy g Wide Variety of
Connected Vehicle edestrians Ds Repositionable
Wireless, Roadside == ("} a2 = Obstacles
Equipment Tl
(.

4 7 i ke ot
/ / 7 s M = Wide Range of Simple
A // AR _— 9! = T and Complex
Repositionable - I : A \ i Roadway Geometry

Building Facades

Automated and Wirelessly Stationary and
Connected vehicles Mechanized Bicycles

(http://lwww.mtc.umich.edu/test-facility)

1.1-7 UMTRIRICTEBIN SEIIEER



1.1.2 FRMIZEB TR V22X X)) T« BEERE

RN TIiL FP7 @ PRESERVEIZ L 5 V2X % =2 U 7 4 EY =2 —/LD ASIC (Application
Specific Integrated Circuit 7 & M & ) 1) £ 5 [E #8) k., C2C-CCIZ L% PKI F A4 77 A 7
TR ENERE N TWD, PRESERVE B XU C2C-CCO Y r ¥ = hERE %35
LTeT7 V7 ilEsxEhL 7,

(1) PRESERVE

RRINZE 7THl 7 LV —2a U —2r 7 a7 O 15TH% PRESERVEL, 4 SO 7 v ¥
=7 POREEHRAE L, V2X Y AT 2O FEREIZHT T, £F% 2 U 7 ¢ 1T 2 Bk B %
L EiEEIT o 72 BT, <ITfE 2 S VSS (V2X Security Subsyste®) g Y 7 U =T
o7 Y7 kTiThh b FOT (Field Operational Tesfgfit+2 2 L 2 HM & L7=7
nY=/ FThD,

PRESERVETIIHEFED =D D/ N— N7 IT@T%EEE,% L LTASICOBREEZIT>TV5D
Wy ZOASICIE, K118 T O, ITT54-o07uy=7 FORREHELT
W%, FP6 SEVECOM(SEcure VEhicle COMmunlcatlo&f:bEiF"ﬁ BEOE*x =207 ¢, FP7
D EVITA IFENT AT LDEFX =Y T ¢, FP7® OVERSEE(X ECU [ IJ ki~ v v~ X
— ¥ ¥ —., FP7X° eSafety)» 5 & % %} %5 PRECIOSAIZ V2X O Z A Ny % X —747 v bk
ELTW5,

=\

SEVECGM }ecunty and Security Deployment

Privacy Arch, and

Secure iVl e S T ASIC Challenges
Implementation

!:I-!.E?fsg TS b

ITS Privacy
L /’PRESERVE ew VX
proparing sncwre v2x communication systams FOT
ﬁ VZX Security Subsystem
VLTo
In-Vehicle Sec. I

—~
./ oversee

Sec. Appl. Plat. Security and Scalability Testing

PREDRIVE C2X
Sec. Arch.

(g : EVITAD1.2.5.2, Final EVITA Workshop
1.1-8 PRESERVE D#HKEX



PRESERVETHI% S 4172 VSS (X 1.1-9 X Score@F% ® FOT X° RSU O #) ] & B % 52
i3~ %5 Amsterdam Grougk ([ZJEB &1 5 ., FOT Ot R PRESERVE~Y 4 — KXy 7 X
%, PRESERVE H R IZ Al BA 3 & EFEIZIE 1T 572, C2C-CC X° ETSI (European
Telecommunications Standards Institute)) - 7= 2 R MK « EHEHE~NEREZT D2 ED
IHENT %N L 72V, Strong Advisory Boardt L CTHékd 4% (BAMIZIX Audi., BMW,
Daimler, Volks Wagen 7 > Y —. Infineon) 78 PRESERVEZ' 2 ¥ =7 FDEX & A T,
PR U72ZERHE~ERT DL &R D,

In-Vehicle PRESERVE Vehide Security Subsystem
Fﬂ Policy Decision
Module
| sensors pes
Commn_ Controt
ECUs i Modude
Head Unit Security Event I
Processor
CAN Bus
Applications

V2x Comm, Stack

Facilities Layer Il-

'

CL Extemal API

(Hi#h : PRESERVE D1.3 V2X Security Architecture ¥2
1.1-9 PRESERVED7—*X TV F«~

(2) PRESERVE O #

20144 12 H R T O T EIE, BAEYLPEE 225 6 » AIER S 20154 6 A KE TE 72
S>TW5, EIEOFKIL ASIC BAFEDENLTH S Z L2, PRESERVED WEB ~— L ®
FHRND bERER D,

PRESERVETI|Z VSSDOBFE 1T > T\ 528, Kit-1, Kit-2 &\ 95 2B THED TE Y,
Kit-1 CiX FPGA (Field-Programmable Gate Arragyfl\\ 7o "x— R 7 = 7 &V 2 — /L DORIEE
SETLTWD, Kit-2 EMEEND2EY 2 — v EHBET 272DICHLNDE DA, 2D ASIC
Thb, £, Kittl TlExEF 2V 74 7mty L1 OTho/b DM, Kit-2 TIX 2o
(272 0 WHLE 3T 2 AR > T 5D, VSSDO Y 7 b7 =7 % Kit-2 TIXA S LE % 4



ZDHRRICEFEINTEY, VSSKit-2DEFEAZ 1T 9 72912, PRESERVETI(X ASIC # &4
HZrEL T\,

E7 U7 ORER, ASIC BIFEICEE T HEE (X, ASICH-UEIZHESANERTH L Z &
2V L7, BARASIZIE. ASIC o filiE iz IMEC (Interuniversity Microelectronics Centre)
BTy MY -2 *ZFHALTEY % T —ERIZHEY T 507 0T =
JNOREBILIY, UHTFTELTWE o ZAFEMToORENF v oL SN, RHLE
ERERS SN, EWVWHOORHBATHL, ZORMEK, ASIC HEICHEMA I T ek A
I%. 180nm 90nm, 55nm & IERAEE S i, £ OMEFFE R EEIT> T\ 5, BTE, 55nm
T A=K D ASICHIENEATEY  FIMEHT v 7O 7 =7 1k X% 20154
BHHICE TT L2 TETH D,

T2, ZD ASIC 1T, EiEFFHBHOT ANA A TH Y, BEH TRV, BEEL X
NDOT A RRLEIRT A e S 37T, WX b EEIN TRy, EXF 20T 400D
WEBAL BRI FIENE 24T 9 BRICAE DT Y | ASIC ETEIMET 5 VSS Kit-2 & W 1 AL BE 73
AREARBRICED TV 5, VSS Kit-2 13 4 — 7 Y — 2 5 T Twente K2%° Trialog & 78 &
LT & iz,

TuYe FOFETIZASICIZEOMIETE TICADLETIHEREINTWDL 2, BREET L
72 VSS Kit-2 IZBEIC WEB b X v — RAlfEL 7> T 5,

¥ Uy AP —E R EEEY 22 RETOIRICHENT 222710, BROT A A2 BT 5

T, AT EH, VT ue R EEKO e Y2 NETHEL, 2 X N EHIET S
b D,

(3) TAL (Trust Assurance Level : {ER®RIEL NIL)

TAL /%, H#L AT ADEMAEIEL L & LT, C2C-CC TRESNZLDOTH 5 (1M
1.1-10) V2X v A7 AT, iFAEZHOWTEEENTZA v =P OIEYEORIEETT O
BN, THNERBHKZELTH, T2 OT —ZPMEEHEKDZ N EI NEFRHIMETH D, &
T REHOEREENTZTEALCREVLAZ R dHEL LTTAL 2E#HR L, HEHERN
EOL XL xa )T 4 BUEEZEZ LTI 0E, TOBRBICHEIEL T, &)
EZFHTTHD,

TAL T O04AD L NARREINTEY, TOEEELV NV ERERICRIELTHH )
LT, FRICHEERBEICB T A EETORIECERT 5,

C2C-CCIlZ CTi#am L CTWAHNA b Amsterdam GroupZ X 2 #1 B~ i et & h
TW5, C2C-CCO#mmIc 23 & Ffi S5 FOT X Dayl Use Case & MEiE 5 55 1 Bef
25 FEM S, LABER AT 5120t - T Day2 Use Casé V) BRICERE A IS 722 8 &
Eishs, BETESNTW5D Dayl Use Casetid TAL2 UL EDOEWEREMEZ B R$ 5
Tkt oTWVD,



Minimum Requirements Security Implications

Evaluation Evaluation Hardware Security  Prevented Potential Security C2X Use Case
Scope (TOE) Assurance Functions (HWSFR) CC Attack Implications Examples
Level (EAL) Potential

None or None or None or unknown Not reliable against Some limited, e.g.
unknown unknown security attacks in using trusted C2I
general infrastructures

+ V2X box Mostly SW security Not reliable against Non-safety, but most
software functions w/ min simple hardware privacy relevant use

.e., secure | basic | ases <
processing & flash) 1ardware atta .g., | warnings and helpers)
+ tamper evidence ‘ : tacks)

(Hidh : S. Goetz and H. Seudié: “Operational Security”, @2C 2012
1.1-10 C2C-CC IZ T ® D Trusted Assurance Level

1.1 128 Tk ~ 7k EH A A EAR IS, BN b HEMEEICEFIEAEZ A v — VIt 5
THZET, AvE—VRETOEEHEBEREZBER LTS, % OEMITEEI 72 TAL %%
WL CHEHEZ®ET S, TAL TIEL~ULIZH Y9 %5 PP (Protection Profile))s il i & 41 %
72 . OEMIZPPZ ST 252 L THRINRLZTALIDS U RG2S 2 E 3tk D,

RE L7z HE HIRGE RIS BT HBICE D PP & FH L7222\ T TOE (Target of
Evaluation) # Il L TT7 — ¥ XR— R (ZH &k, 72D T —FXR—2%5MH7 2 Long Term
CA IZH L TETFIENEFEORITELMET 5, FERICEER A v & — VERERICA 5T 53
BE X, Long Term CA%Z M9 % Pseudonym CARNAZhHIR D WGEH EZERK T 5,
Pseudonymix, 4. s\ IfB4 ERE L, ID Z2BbDICEE RV, D7D, Pseudonym
Certificate (Z[EAFEHE L bIFFIIN LD, APROBENGERFZMLE 5 b X, FLr—9t
VT 4 RAICR DT TANVIERP B TH 5, ¥ 1.1-101C 7T TAL D a7 FREH
BRI MBI T A 7 HIZOWTIEM EscryptZ L IZiEim N irTbh T b,

Dayl Use CaseCIIiEHlEDOHF MR EIFRETH Y, GEHED CRL (Common
Revocation List) & §k 72 & & |2 Day2 Use Casé b A LD FPETH D,



(4) TAL D ##

¥ 1.1-10 DFBFE L KicHKS< FOT X, Daylxr— A7 —2B L RN Day2 21— A7 — R %
Amsterdam Group: @ L T17 9 & L TWiz, BT 20155 RICEN T & Toh - 7= Dayl
T— A — A%, BIE 2017 FRARICAERE I LT\ 5, C2C-CCIZEBIT Him Clk., OEM
BLOYV T I7A4 ¥R ESMEOEGERMEN EN TR\, FEERAD KRS IENR L
TWb, ZORBITRICA 7 TRIEOBIEZTNT WD, Z D7D 2017 FLE T E D
FOT Ci%, TAL OE# b B O HERFIC OEM B ¥ o i EaMafIH T 572 L
DODRBRLHET SN TV 5D,

ZIMEOERBIEN ENTWRWEHBIIEEROALR LT, BEANTHEATVRNT
EHLERELTEZDND, #lxiE BoschZ /L —7TiX FP7T 7uy =27 hTh 5 EVITA
D RREY % Bosch HSME L CTEIBL L T\W5, Z ® Bosch HSM (Hardware Security Module)
TIHFHEAT R MEEF# L, M2 S EEEEICL TWb, Lo LR35 Escryptil: (Bosch
DFBEM) 2 bic#Em L TWa TAL Tl . Dayl 7 7V 2k b b KK L ~L & TAL-2
LLTEY, EALY Y (% o _PEZRHE) 2RO TWDH, ZORRICEEEZIZ IV —
THTIZ o AP T 2FEZHTD—EL T,

EHICEMNTHEEOECTCHREZ BT L0, FIZTTANVICETIEEOE X H O
EWNbL eVl MEBORBIEICKEL TV D,

G) MMTOS Y FOES

ETSI TiX. ¥ =2V 7 4 AR E ORI - FEEL DI NFITE E > TE DT,
PlugTestZz Organizel TWAEMEIZH 5, KD PlugTestd Z DFEIZITON D FETH Y |
Preservet, PlugTestiZZ A FiE L T\ 5, 728, C2C-CCIL Z @ PlugTestic &N L T\ 72
VW, ETSIE LTiE, ROBEMED Testz 4T\, ETSI CHIE L7EEREMN ATEETH D Z &
ERAETHAZEHHMNE LTS, EAOEMTOA > 7 FIOEEF N2 500 0%
REZN, FEIEEBRIZH W L5 Pilot PKIIX escryptd FraunhoferSITIZ X 0 &#EE S5,

F7-. PRESERVETI, BAMIED ER L ~/L A 1000 X v —T /s TH D DIZx LT,
AZX BN EBRENFELEBELZBEN NN =27 OMRITELZ 4002 v E—Ts &
RV~ TE->TWD, £Dd, BARIEOHIKIIZ L > T, "—FU =7 OMERE
REZEDNN—FT D ERMmFFINTND,

Zof, EREIZET X V2X BEOBEBEREN R Z 57— AR TRINL 2D, #ilx
X, B e EORMEFFICEN S ORERM A 10HZ 225 TP 5 2 L IC X DRG0 M s
TW5,



1.1.3 KEEERMDAKXDLLE

V2X EF% 2 U T 13 kE - BRMARE LIz —F T A B— 3 ik v HEalboiEamn
T T\ b, KEEKIMNIL 5.9GHzZX® IEEE1609.2X—AD 7 y—~ v M &5 72 & i@
BAT 4 TICHETIHABOARLT, BEET7 /2 XA L LT ECDSA (Elliptic Curve
Digital Signature Algorithm #5 M #i# DSA)Z H W\ 572 E O S CTHBERZFF> T\ 5, Lo
L22MBHHR LI1OKRIS, iDL WRECTCOMAEEBITEEI I TR,

& 1.1-1 V2XBEICEHYT 2KE ERMDOLEE
K [E] KN
Ak Butterfly  Algorithm (2 X ¥ | Pseudonym CAZMAl N7 U C#BE/E Rk
Pseudonym Certificatiofit] (Z B | 9% 7= . Pseudonym Certificatior
T FL—=2Z R D7 T A4 NVIRRITE
|7
HFEAL BETOAYyE—VORREHRLED | YDA vy E—VDHANEH L #Hifi
\Z A 5 Avg—ViZonTlEnNnyvral
DHEA Y = A MED BAT 5
HEMA v — 104 vE—IF 10 A vy =V WENEV L E(Z
¥ D IEAE B HEFENZ T D2 L2 math

ZEHICL DA
v — VAR
it

NAB—RZHRL THERA Y
t—YOhrETFIENE - EFEL
D FRFE % Fh

BETOA Yy =3 T DMt %x FE
it

Y E LB
ROt

Misbehavior AuthorityZ Jig JiE A3 2
ERN, RVEETLHEER»S O R
v — VA FEREE SN D
7272 L. V2V O B TiddE 22 i
/BREEIX A Al BE

AEAT E e EA IR LA VAR
EAL4 L)L Bl a5 IZ B R #
BROEFBELEERT DM ERE
RET D

Ayl =Tk
J5 3K

VTN KRYy T DI, AT TD
BRI EICIZ~ AT Ry 7

S F ARy FITHIE . TRET D H#
BIZzOEEAYE—TVEI L—F
A

Pseudonym
Certification fg #f
ik

WiFi C#H %S 25 H L T OEM
MOEAT. RSU 225 EA 7 & bk
i

RAVIZ2HTLEOHEBTOMEE
B EIZECEDLLARELDH Y,
KE TS R

Z BT

HEREE TR EH A 7 I OWT HIBM AR WHERNE > TN 5,
RAE AR R 111 ICEHE Lo HBITKE - BRINE I

L7ZRFRERETH D72, BB T 58 LTy,

WK ONDT T U ERE



1.14 F&OH

KREBLOBKINO V2X X2V T 4 7a V=7 MZHOWT, BTV 7RI L7l
BEREREZBARTFICEE LY e Y27 POEBESWIZOWT KETIEFICHERS L
BRI IF LA O ERIZ X 2 TH D 2 & D3RR H K 7= BRI iZOOGfﬁﬁ\%FaﬁﬁAéz‘Lt
FP6» SEVECOMZ 2, & LT, AWM L2 V2X X =2 U 7 s At fs s iz, K
[E X 2003 4F22 5 FEHE S 4L TV 72 VI (Vehicle Infrastructure Integration)y)s 2009 4 (Z
IntelliDrive & A Ma 2 x CEFEB L OHEERFIORE L2 LK EANL, F—U— L
NOEXF2 VT A BEENDREICR -T2, V2X O x =2V T ¢ KT IEEE 1609.28 L T
HES, BN s Znai) A, ETSIOBE L LTWD,

Fo. BAM B X L L TIiT 2012 412 NHTSA (National Highway Traffic Safety
Administration) "6 A N—t X 2 U T (T LMET T 0BV U —2 ST, DOk
BRERBLOR LLILOLKGHE RIS, TRROKRICEL DD Z LR KD,

BRI D R ANSER I L H Y. Framework ProgrammgfiiZs & 7o ¥ =
7 MR EroTe, L LBRRLEEKNRT AT LAOKRF 7 = —XITBITT 2121
ST, AvbE—VEEHEREVAT LOFERET LT A -2 N EMEL 25T
L% o7,

CORENIROMNCEN TR L —F, HEMBIOEKER EOBEIEX 7 ARy 7O
FNCT B E, VAT LAOEHERET HRTA—FPREMTHY | EEEERED
WENKG Th D,

BT VU TICESS IO OB D V22X IZB T 58X 2 U T o HEEIC DWW T, KIE
DIENLYELS AT LABEAIND ETHEIND,

SHBIIV2X EX 2V 7T A HREOEELB I OEE2=y NOFRIER ENIER IN D, R
REIZ DWW THCKE - BN & WL OO FEBRGEDRFT I, 2O L~y TR
IC X DRRFE] TAMMEBIC R INTH 3 HIC L2 A2 OEM IZFRFEIEX %
Fit) kA2 Th D, £ [APEBEICE2)V 77 LU RAET LV EZZH LT OEM 12X 5
MEARE] REBEMELTHENY, ZOFERIILIEOLLMHiTDrEEZLND,

S B IEEEL1609.x72 EFBEICHE L S LTV D, —HilBfE2 =y MZOWTIE, V2X
VAT AOI L, HHEBEEER X OB ERBESX, BABEERICHAL, A X —F T
YT 4 R EMERLEOEELZETHMLENEN LvE . C2C-CC 7 b OfEER AR 72
CICE 2 FREMRENEENMEDNLD LTS D,

Fl AT TUOIEHELE LTEBINTVDI LD TH- TH B RIEDBRALS,
BRRF O REE M A2 T 5 & Vo c@EIL, EEEFEOmKMTIT ) NS L EZ I 6N
Do ZOWE, N— KU =zTER—ThoThb, Y7 MY =T EHEOERNBMLEIT /D AHE
HERH D, TOTD, BEXx=a VT o HilTE LTI, A7 72 EORRICHEREL., E0fk
WIEETL2O0NCOVWTHHEEL TS ZENREETH L,



1.2 ¥ =2V 7 ¢ HFGHAE

BULE B[R]/ R E S (BAF V2X) X BRI CTHEAICmIT 2B AEA TH Y . B
ARTIX 2015 HICIFZ Y — B AN TE I LTV D BRK TS RIS A b T 72 B3
K OVFEFEFEBR DT LI TEH Y | 2016~2017F 20T TH—ERBHBR FEIN TN D,

FHisE L b VeX ERAICHIT 2 AT AN REEEEZSZ T, OEM LT Tierl
MIEFEHDOT 0 M A T E2BUEL TWD R, ZILZ O HUIE O FLFE 1T HERL L 7= Bine 4 %
LTBYAEBMEDORWEELZ=y FER>TWD, Bickx=2 U T 412 L TITHEER
DENSHILE TORY v —DE N2 Eb b0 | &N £ 9 725 D R 72 mn
ZWIRILTH D,

A el ERINIZ BT PP (Protection Profile <°, Standard Profilex 5 & L T\ % C2C-CC
(CAR 2 CAR Communication Consortiume® Security WGD & — /83— > L& L, KM I
BFD V22X X2V T 0 OFEELBIRICEHLFELI T2, KLA—FTEHRAED
C2C-CCH T SN TWORE L, BMIZEBIT D V2X v 2T Lt F 2 U T 1 ORFHREL
EHET D,

F7o. KED PlugFestiz s\ Tld, 4FEPFICEm 415 & FIAEh T o Bk
HBRICHWONL2 X2V T AEEOT v 7 F— bR, T A A METOFEE B 21X
<, AR b IThb e oo 2 2 TN OB A O I OWTHE T 5,

1.2.1 C2C-CC Organization

C2C-CCiZ[¥ 1.2-1 ®£RIZ | Steering committe@ [ (2> < -27>® Technical committed® &
D, ZDOHIZ Working Group S fFEL T D, V2X IZBE T2 X2 7 4 ZMatL T\
® 1%, Security Working groupc ., HL7E (%, Z ® Working group™N {2 LL FiZ7~x9 32 Task force
group 23 g% H v, EHICHRERFT 217> T 5,

+ Protection Profile finalization Task Force
+ Security Requirements and qualification Task Force
+ PKI Task Force

Organisational Structure

One appointed representative per partner

One appointed representative per working
group appointed by the Steering Committee

W

Members of the contracting parties
R&D-Projects

(https://www.car-2-car.org/index.php?id=22
K 1.2-1 C2C-CC Organization



1.2.2 Protection Profile Finalization Task Force
20144 7 A 12 Protection Profile Version 1.OARITI LT\ 5,
1) ZEMOBEEIZCEITAEXF2UT4EH

ETSITHESN TS V2X Y AT LADax— A7 —Z2 Tk, HEIHE OEM, Tier 112k »
TART =~ ZAOERIZHE 3 H 27, B 1R HIC 400~10008 0 FE F D E 4 1 Gk
ZERIN TN D,

% 72, Brainpool® # 74— k % BSI (Bundesamt fur Sicherheit in der Informatiorsteik)’®
PEE L TV 5, Brainpoolzffi 9 m & LT .MM A 7 F 2 N7 7 F + —1il T Brainpool
MEDLILTNDE N THDH, K, C2C-CC Tlk, BAAERK - AL 5 /K57 L=
J X 1% NIST (National Institute of Standards and Technglog # U 77 [E 37 4% % £ 17 6F 52 Fir)
P256& LTWAHN, ZOREEZHMTLL, ZO_2o>07 TV XLOFTHEME R D,

BARBREDO N T =~ VA ERT HH L, 2 DOBS 7 LT Y X LOFATEH FZBLAN
BHTIER W,

QHSMDOEXx =V T 4 LL

Bk PPTIX, 1SO 15408T EF 115 Common Criteria» EAL (Evaluation Assurance
Level)ick 175 EALAMHYZ TAL2 LEFK L, V2X EV 2 — /L ~DHER L LTV D,

1.2.3 Security Requirements and Qualification Task Force

HEBHEANSR Y hU—278X 2T A FOMHNEZToTWND, V2X EV 2 —{ZHONT
X, EHEMEZ2VURERBEZITo%IC, HEOMBRR LA Em L CHEERE IS 2R
IRTDHYVAT AETRo> TS, V2X E Y = — /X, Control Area Network(LL F CAN) 7¢ &
ENLTCA YT HTA AL NT AL RECERIND, V2X Y 2 — /LI B & D#EE
EATOTED VX BV a— NV EBABIC L CHBEENBBHENT R Y MU — 7 ICKEE1T
IYHEMNARE LD, T, WAy N — I8 EITOBEOEX 2y T o BB L2
Do



1.2.4 C2C-CCE&mERKR

BRI C2C-CCRMAEIEMIZ DV TIE, Fili £ TIEFEM A 0B » 72 h3, WEB ETA
Bl SN B#ki272 o 7=, (https://www.car-2-car.org/index.php?id=members

<Partners>

- AUDI - BMW

- DAIMLER + FORD

- HONDA - HYUNDAI

- MAN - OPEL

+ PSA Peugeot Citroén * RENAULT

- VOLKSWAGEN - VOLVO

- YAMAHA

< Associate Members>

- Atmel + Autotalks

- Bosch + CETECOM
- Cohda Wireless + commsignia
- Continental « DELPHI

- DENSO - dSPACE

- ejct - escrypt

- HESSEN Mobil « HITACHI

- iav - KOSTAL

- lesswire - LG

- MARBEN - NEC

* nordsys + NXP

* Renesas + ROHDE&SCHWARZ
- Security Innovation + SIEMENS

+ SPRINT Communication « swarco

+ TASS International + TE connectivity
- ublox + Vector

- Visteon electronics

<Development Members>

- bast - CSIC

- DLR (Deutsches Zentrum fur Luft- und Raumfahrts - Y i 22 F /& > ¥ —)

- EUROCOM

- HTW

- Fraunhofer (7' /v — 7" 5 % : AISEC, ESK, FOKUS, Heinrich Hertz Institute, SIT
- ifak (Institut fir Automation und Kommunikation)
- ihp (http://www.ihp-microelectronics.com/en/stattr)

- ika (RWTH Aachen Unversity)

+ IMST GmbH

+ ISMB (Istituto Superiore Mario Boella)

- KTH Electrical Engineering

* TNO (https://www.tno.nl/en/)

+ Technische Universitat Chemnitz

* TUM (Technische Universitat Minchen)
- University of Twente

+ iMdea networks

- INRIA

+ KIT (Karlsruhe Institute of Technology)
+ Technische Hochschule Ingolstadt

+ Technische Universitat Braunschweig
+ technische universitat dortmund

+ Leibniz Universitat Hannover

+ Ulm University



1.25 F&H

4 I8l C2C-CCOARMRFT DR BT L TR A Z 1T o 72, BRMIC I 1T D (AR & 13X E 2 M
A7 =2—XICAD22H Y ROV H 70 &6 BRI AZ— L TWD, 72,
HEIENSEA Y V=2 kXx2 0T A OMFOAZ—FLTEY, BF=a U T ¢ FEEKR
FRELHNTHDL EEZDLND,

C2C-CCT 4 AIZHAT 15 T & @ Protection Profile’x 8, Standard ProfildZ B4 L Tl
KIEIZELEINDARBELH LD 4% b C2C-CCOEMZFEBIRS ATFOLMLENH D,

1.3 >K[E V2X B IR OLFH A

BAE, V2X Y AT A A KIS CEAICH T ZREN/EA TB Y, BATIE 20154
HFIZIZ—EABRBA TE SN TWD, BCKTH FRERIZ IR AT 72 B %6 M OVEFEFEBR
DITHOINTED, 2016~2017HF T T —EABBER TEIN TV D,

FHilE & b VeX ERAICHIT 2 AT AN REEEEZSZ T, OEM LT Tierl
MEFEHO T 0 M Z A T HEIEL TV DR, ZIE O HIE OB ICHERL U 7= #6e & 5248
LTRYAE#HEDZWEBE2=y e oTWD, ¥iIZEF 22U T 212 L TITHREIER
DENSLCHILE TORY > —DEWRELH Y | REHNREEN E O 725 REW 72 8N
ZWIRTH D,

Al dEK USDOT 28 & H 9% Test LabTH A #mi MRS (LT PlugFest IZ3&W\W T,
WEZa2 havkOtExa VT 0 OWERRZITo-, 22 Clk, HASERERBRE LT
g SN T-HAEICHONTIRET S,

1.3.1 dJtK PlugFest &N
(1) B

PlugFestiZ USDOT 2 FEf# LTIV, 2014 41% 5 [AI1T o 7= AN & 2 F A #2k ME iBR
(http://www.its.dot.gov/testbed/plugFests.htmy & % ,

9] 20154 1% 2 [EIPHMEDS TE S TWiz s, /KK B2 Lab & f#fit U Bk 1 % i st
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Description RF Channel (Ch.No.)

Basic Channel Switch CCH / SCH channel switching CCH (178), SCH (174) Alternate
IPv6 (VSDM) Access to warehouse |Transmit VSDM on SCH(174) CCH (178), SCH (174) Alternate Awareness
(with BSM Tx on SCH(172)) (SCH (172)) Trust Establishment
Data Exchange
V2V, V2l,VSDM |2 Radios (Alternate) Radiol(Rx, RxTx): Radiol: Radiol: WSA Verification
Combination TIM, WSA on CCH (178), CCH (178),SCH (174) Alternate WSA Decoding
VSDM on SCH (174) TIM Verification
Radio2(Rx, Tx): Radio2: Radio2: TIM Decoding
SPaT, MAP, BSM(Rx) on SCH (172), SCH (172) Continuous |SPaT Verification
BSM(Tx) on SCH(172) SPaT Decoding

MAP Verification

MAP Decoding

BSM (Rx) Verification

BSM (Rx) Decoding

BSM (Tx) Encoding

BSM (Tx) Signning

VSDM Awareness

VSDM Trust Establishment
VSDM Data Exchange

NN NN NN
© | |N o [u s |w vk oo o |N]o v s |w N |-

Test BedTl¥ 2 fifH @ i@ {5 . Broadcasth O" Transactional 23 AR — F &N TEYH, D
Fli2T7 7V r—v g UREEZIN TS, Broadcastt BSM (Basic Safety Messac, SPaT
(Signal Phase and Timing)MAP(intersection geometry and topolotZ H\ o Tvnb, £
Transactional¥ 10kbytesf2 £ D7 — X ZHIZH LTV 5, T OEEEE O RSUIZ £ 7208
HER7BE ILRATHRIC L Ty, FBEICK L TestBed: LTT A My T UARREL T
WRWeD BMENRT AN T VT EFLIALT A MTO ZENRFIRERSTVWDS, Z
AL £ @ PlugFestT & R D H & Txbiis L TWEERTH 5,

F 72, Lab IZi% RSU (Roadside Unil, VAD (Vehicle Awareness Device, ASD (Aftermarket
Safety Devices)N & E I Tk V. 4FEIX RSU & VAD & O#EREEMRE 21T - 72,
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705 TW5, (http://www.its.dot.gov/testbed/testbed_affiliatietin)

- Arada Systems .
+ Cohda Wireless America LLC .
+ Dering & Estrada .

CETECOM
DENSO Corporation
Detroit Department of Public Works

» Industrial Technology Research Institute (ITRI)

+ La Trobe University (Melbourne)

+ 7Layers Inc.

+ OminiAir

- Security Innovation

+ Southwest Research Institute

» Tampa Hillsborough Expressway Authority
+ TIEMAC CORPORATION

+ University of Michigan/UMTRI

- Connected Vehicle Trade Assc.

- Rohde & Schwarz USA, Inc.

- Virginia Tech Transportation Institute

+ University of Wisconsin Madison

+ Global Mobile Alert

+ Savari Inc.

+ The Road Commission for Oakland County

- The Regents of the University of California,

+ Marben Products

* NextEnergy

- Pioneer Advanced Solutions
- Siemens Industry Inc.

+ University of Arizona

+ Autotalks LTD

- Battelle Memorial Institute

- Contra Costa Transportation Authority
+ Traffic Technology Solutions

+ Commsignia LTD

+ Ericsson

+ Renesas Electronics America, Inc.

Berkel



+ Unex Technology Corporation + Sirius XM Radio Inc.

- Go-Light + Pravala Networks

- Case Western Reserve University + lllinois Tollway

 Vehicle Data Science Corporation + MET Laboratories

+ Green Driver Inc. + On Time Systems Aldis, Inc.

+ Commsignia Danlaw, Inc. - eTrans 2020

+ Azimuth Systems - Paxgrid Telemetric Systems, Inc.

+ Peiker Acustic UL, LLC + AutoTech Technology Development, Inc.

- Carnegie Mellon University

¥, BT USDOT OfLERICHEE T 2R T Yy VB3 b D A — I —0 753 Safety
Pilot Qualified Products List (QPLY) L T, USDOT® HP Licf#Hish T3,
(http://www.its.dot.gov/safety_pilot/spmd.htm)

Roadside Equipment
» Arada Systems
» Kapsch TrafficCom, Inc.
» Industrial Technology Research Institute
» Cohda Wireless and Cisco Systems Inc.
» Savari Networks
Vehicle Awareness Devices
» AutoTalks Ltd
Cohda Wireless
Denso International America, Inc.
DGE Inc.
Industrial Technology Research Institute
Savari Networks
» Arada Systems

YV V V V V

Aftermarket Safety Devices
» Cohda Wireless (with Delphi as a subcontractor)
» Cohda Wireless (with Visteon as a subcontractor)
> Denso International of America, Inc.
» Kapsch TrafficCom, Inc.

Device Certifier
» Booz Allen Hamilton
» OmniAir

F72. UMTRI O —AZi%, V2X BEEERORIEL EEDN Db OREBRLTHY |

WIZEEEIN TV AL, ARADA. SAVARI, Cohda Wireless T 2378z (ITRI)
DA>TH-oT,
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@ PRESERVE
* Deliverable 1.1 Security Requirements of Vehicle@®&y Architecture
@ EVITA
e D2.1 - Specification and evaluation of e-securigjevant use cases
e D2.3 - Security requirements for automotive on-ltbaetworks based,” 2009.
@ ETSI
e TS 102 165-1, Telecommunications and Internet coye® Services and Protocols
for Advanced Networking (TISPAN); Methods and prodts; Part 1: Method and
proforma for Threat, Risk, Vulnerability Analysis
* TR 102 638, Intelligent Transport Systems (ITS)hMailar Communications; Basic
Set of Applications; Definitions
e TR 102 893, Intelligent Transport Systems (ITS)c&éty; Threat, Vulnerability and
Risk Analysis (TVRA)
@ OVERSEE
* D1.1 - Use Case ldentification
e D1.4 - Functional Requirements Analysis
® PRECIOSA
e D1 V2X Privacy Issue Analysis
® sim'®

e simTD D11.2 - Ausgewahlte Funktionen
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r—A40% ETSIICBEE#E T2 001 ETSI O b O &2EH L, EVITA (b8 T 254101
EVITA TO4RTZ[ NI T INAx Twad, F72, ETSHIRIG L 72 O T EVITA (2%
THLEILEVITA OA4RTIZHHAL TWD, ZDENPD L —RA 7 — A FRTHE—D2— 27
—ANDRDHIM, KTy NTOL4RAIEBRHA LTV,

22— R —Z L ETSI THWHNTWAD I T IV IZHFHL TR LTWD, 7 TV
Vehicle status warnings{ B D IR HE % il 5L ~%15) | Vehicle type warningsHg /& B ifj <> — i 52
72 R ZFEIE O Em AT E BT 5% ), Traffic hazard warningsi i 72 & 22tk il
\Z B89 %5 %45), Dynamic vehicle warningsH # @ #) X (2 B4 % % 45), Collision risk warnings
(B2 35 10 TS O fa R 0 2645 | Traffic efficiency (2 B — FHIBR 7 & Ofk 72 &5 iE#LIC B8
T 5HE), Others € Ofl, F#RIBH L)L 7o TS, 7272 L. Active Brake% Others
B L Iy 2 7 2 U S ETSHT ) - 72 72 8 Vehicle control: W 5 7 TV & /ERL L
Teo Flo. MAMRICIT PRESERVEE O XS BISR, ETSI® BSA (Basic Set of Application)
XS T o hEN BRI TN D,

BBEICFIR3 THREL— AT —ANOEMBEL R D2 — A —2ADREZITo T2, BIE
X TETSI® BSAIZxH It T B2 — A —ATh D] 2T TEVITA IZxHET D2 —RA 47—
ATHDH] EVWHEETITo, BESNTLZ2—AF—X AL TIEENENOFEME S
EERS) O —A S —AFEHICRLL TV D, T, AESINTZ2—ATr—20 5 b,
HIRE (R RE 2 E)~D0BEHEIZEEELT, MoNOHE(BBEZO DRSS, K7
BB E L EDD)EITH) bDIE, BEEE2) ODa—2Ar—2A—E THIEN R ZiL#H LT
W5,

215 YRYVRBELYAZEOLER GAEIEHEHOQ)
(1) EVITA
EVITA IZB T 5 U A7 OFRBUIT KB O F ORZ JE (severityye 4 SOBATREL D |

BRZ LI 5(%«30)4315] X (attack provability)e ¥ A& o H (7272 L, ZAaMEICE L ClIERH
WX DIRAE O ATREE TH D 2> b r—F B U 7 ¢ (controllability)b iz 5) ) A 7 %



Aib2Z2LThHD, BRAED 4 OB 51X, safety privacy. financial, operationalT &

D, LFTOR21-1OIZR> TN 5D,

% 2.1-1 EVITA OF%IE
BRI X DR | X2V T A BEDOT AT |k
DIRZNE 7 T A APk Ss 7T A3 Sp W% . Sf A :So
0 FH IR L TTANRTD MBI egE | FER L
ZERL L
1 %15 PE A 15 D Fr [E9Ri-ES AT Ak fot P RE
2 HIE fE N D K5 E R O | R o EL T Ik
3 EIThrb b {5\ 38 W5 A B EZ:i(2Fi-ES 5 I [ o0 34T 15 1k
4 B O A M B OEN % AT AR AT EE
Ninb % 1B B A] HE (E#IM D)

(H 82 : EVITA Deliverable D2.3)

H ) —DDOINT A —FThHHEDRS X 1T elapsed timeexpertiseknowledge of system
window of opportunity equipmentD B 3% TR A2 ST ZDAH AP LIRESIND (K EED
RO HIZTBEER l-azslR), RBPLEINDLIHEBEORS S13FK 2-1-2DFRIZS

b,
£212 EVITADKEDEZS
R Attack potential required to identify and explqitAttack probability (reflecting
attack scenario relative likelihood of attack)
0-9 AR 5
10-13 FEARDYLIE 4
14-19 i S 3
20-24 I 2
=0- mAEATVND 1

(H# : EVITA Deliverable D2.3)

F7o, Safetylc B T2V A7 2 AL 2BICEHI2 2 e —F 80 7 ¢ 13K 2.1-3

IR TH D,

%213 EVITA®aY hO—SEYF o4

53 HA i

Ci Despite operational limitations, avoidance ofaaeident is normally possible with|a
normal human response.

C2 Avoidance of an accident is difficult, but uslyapossible with a sensible human
response.

C3 Avoidance of an accident is very difficult, hwider favourable circumstances some
control can be maintained with an experienced hunegponse.

C4 Situation cannot be influenced by a human respon

(H 8t : EVITA Deliverable D2.3)



LLEDART A= 2l bE ) A7 NRESH D,

W3 2D AR FK 2.1-4I2FNLAEFK 2.1-512-77,

YR 7 PRED~ MY 7 A% Safety

% 2.1-4 EVITA® Safety IZCBIF DU RIRET IR

. . Attack Probability
Controllability Safety Severity

1 2 3 4 5
1 RO RO R1 R2 R3
1 2 RO R1 R2 R3 R4
3 R1 R2 R3 R4 R5
4 R2 R3 R4 R5 R6
1 RO R1 R2 R3 R4
) 2 R1 R2 R3 R4 R5
3 R2 R3 R4 R5 R6
4 R3 R4 R5 R6 R7
1 R1 R2 R3 R4 R5
2 R2 R3 R4 R5 R6
3 3 R3 R4 R5 R6 R7
4 R4 R5 R6 R7 R7+
1 R2 R3 R4 R5 R6
4 2 R3 R4 R5 R6 R7
3 R4 R5 R6 R7 R7+
4 R5 R6 R7 R7+ R7+

(Hi8 : EVITA Deliverable D2.3)
% 2.1-5 EVITA @ Safety U ICBEAT BV RIRET LY I R
Ri Attack probability
(i € {p.f.0}) 1 2 3 4 5

0 RO RO RO RO RO

1 RO RO R1 R2 R3

R B 2 RO R1 R2 R3 R4

3 R1 R2 R3 R4 R5

4 R2 R3 R4 R5 R6

(Hi84 : EVITA Deliverable D2.3)
(2) ETSI

ETSITIZY A7 ZWRET HBRICHBEOHE (likelihood) & 5% (impach # M5, M
FEIZBI LTI EVITA LA U elapsed time expertise knowledge of system window of
opportunity, equipment?® 23 THREZ DI ZDEFFRMNOBIRESI N D, 7272 L, EVITA O
G RBOOTF P ETRRDIZTZOFEENDLETHL(BFELZORBOOT HITSEE
BH1-b 22 M), mENOE PN IBEITIR 21-6DKICHEIND,



% 2.1-6 ETSID4EE

e Vulnerability rating Likelihood
Name Value

0-2 No rating Likel 3
3-6 Basic y
7-14 Moderate Possible 2
15-26 High

i Unlikely 1
>26 Beyond high

(K : ETSI TS 102 165-1

— 5 CRBNIIREE E~ D B (asset impacty BB O 5i FE (attack intensity)> 5 P E S i
By #RT A —Z\TEIDIE DAL fiE (valueyD F s BB O fili (value)k 725 (7272 L 3 &K
BEL,.32BALObDITRTIIZT D), UTITREEE~DEE L LEOREDHE
#2.1-7, & 21-8l2FENEhrRT,

£21-7 ETSIOREEE~DEE

=

Asset Impact | 74 Value

Low The concerned party is not harmed very stronglg possible 1
damage is low.

Medium The threat addresses the interests of pergidubscribers and 5
cannot be neglected.

High A basis of business is threatened and sevaneagie might occut 3
in this context.

(Hih : ETSITS 102 165-1

% 2.1-8 ETSIOKED®RE

Attack Intensity Value
Single instance of attack 0
Moderate level of multiple instance 1
Heavy level of multiple instance 2

(Mgt : ETSI TS 102 165-1
PLEDRRICHE Z BT 88E L EBOE (valueD FEZ LD . T OREN I EZIT 6 DILEE

% Critical, 4 £721% 3 O%E4 1% Major, 2 £721% 1 O& 41X Minor £ \WH U X722 5,
£V A7 OFBHIZE 2-1-9127-7,



%219 ETSIOYRY

(3) ITS-Forum

(K : ETSI TS 102 165-1

ITS-ForumliZHB T 5V A7 BFEL VX, ETSIOREL Y FEiE2_XR—A KB ENTZH D
T, WEFOEBBEWIRICANTA—F L L THHAL TV L2008 TH L, WEH OB
W BEDOEAMH R EE S 2 B AT REME 2 R E T D B AR BN IR B <13k 2.1-100% 2.1-11
TNZFNICRTEBY THY ., ZTHLDOENDHFE 2.1-120~ b U 7 RITHEWIE A ATREN: &

RET D,
% 2.1-10 ITS-Forum O &%
Z 7
High LS DHACHBICE > TELDFIENH D
Moderate B — A O IR EL (6 PRI )
Low HEVFRITHEON RN
(2 : ITS-Forum RC-009
% 2.1-11 ITS-Forum O i MIE & &
T 7
None HAin, BEMICESICHENAREMIFIH V)
Solvable PR A L2 1L BB S A] e
Strong PRGm I, HAINAY, RRE I b BB A KA K
(H 8 : ITS-Forum RC-009
& 2.1-12 ITS-Forum D FEATREMRET ) I R
i i
High Moderate Low
B Al 6 IR B = None Likely Likely Unlikely
Solvable Likely Possible Unlikely
Strong Unlikely Unlikely Unlikely

(H# : ITS-Forum RC-009

S

Risk it B

Critical The primary interests of the providers #&rdsubscribers are threatened and the effort
required from a potential attacker's to implememé threat(s) is not high. Critical risk
should be minimized with highest priority.

Major Threats on relevant assets are likely to ealthough their impact is unlikely to be fats
Major risks should be handled seriously and shdaddninimized by the appropriate use
countermeasures.

Minor No essential assets are concerned, or tteelatis unlikely. Threats causing minor risksha
no primary need for counter measures.



Fo. BAEFTEEOE LULICE, £ 2.1-13TRIT I (value)s 52 5 5,

#+ 2.1-13 HEREEMHEE

RN |w =

Z 78

Likely ETCOERNDFIET D
Possible WL OPDBERNPFIET D
Unlikely HERBEZRNEIT VD

(8 : ITS-Forum RC-009

—FHF T, WBOEROFELREL D, XKBOZE IV —ERIXNTHEEL L TEE
S, ZoDL_CHhEInD (F2.1-19,

% 2.1-14 ITS-Forum D&

v E 7% il
High FIHERY — R CRAN B r 52 5 3
Medium IR OV — X BRI D 2
Low FAELY — R EL 525 1

(8 : ITS-Forum RC-009

LA TREMEDOME (value OFEZIY | £ DORERD 6 UL ED G X Critical (k3R
M) . 4 DAL Major (BEE) . 3L F DAL Minor (a7 xfRITARE) Lv)
URAZIZHEIND,

4) VRAVRBILYAEDEE

ARETIERELZY A7 ALY R L, FORRFEEZRFTTREINITHONT
DEZE LR D,

URAZ RS 0 ITHE (FE) L, TORANE L KBEORGREEL RES 5 2 & TIT
bivTWb, L, BFE, TNThZIRET LD DEBENR R >TWVWD,
BEEOFGEMEICE L T, o FES IEC 15408 (Common Criteria % FEi2 L TV D RIS
Bbonsd (TS-ForumlZ oW TIHIEFICHEIb SN TWD), T2, ITS-ForumTIL BB
HOEE L V) EEPAREICHTTINA TN D,

—HCHRAE IR FETRER D, bo L b REREWITEVITA TIE40DBLRIZHONT
ZEIN, ZoF i safety N HHZ EThHDH, TNENOBURIE N L — FA 7 OBARIZ
LDAEMEDR DD LB DNDICD, TOKRBRGEDEZERBIZAN T L EBbiLs,

72, EVITA I2BTIiX ISO 26262%° MISRA Safety Analysis Guidelines#iiv s 2> km
— VT EVIHIMEEZIMY ANTVDIRBRERENTH D, TNIEL, WEZELD
Bt E B2 DBICEHEREHRE LR ) H MR D D,



bz s, BIRTIHE EVITA 2512 ETSI TE X LT\ 5 Attack Intensity <°
ITS-Forum O BEZFOEHKE V> EEEZ M TV ZEZMFT20RENOTIEZRW
MmEFEZBND,

7272 L. EVITA IZBWTHOHr ST 5 Safetyld, SecuritylZJZRIARH 5 H D LnEE
ENTWRW, ZOdBENEER S AT AR EO0N &2 4 25 72121, JL#iPHIZ Safety
L SecurityDBAREZBETHOIMLENRN D DL EBZ XL, TOLODOHGHITFIESLA NI 7 AD
BN MEIZ2 D,

216 FLHESEDEBIZDONT

ARRIETIZ RKINZF LI V2X VAT L0 X2 U T 12T 572y 7 FORRES
thERE - AL, 5% X2V T s OO EEMT B0 KM L R D01 EFOREZ
To7me o, BEX 2T DA NI IZRELTCEDOERFEEZHOVTWANRAEL., *
D 21T > 72,

AIESRMITBIR TIIF SR b DL RoTVNELEEZLND N, TDIFE A ENEIRE
FRE~OEEZITO LI BOTHY, BEIHEOHIEENILZ < 2V, LML, 5%, V2X
VAT AIHBEERE EBHT D Fa~EREEZOND, OO, HEICEE T 52—
A= ADMMNLIEIR > TL b5, £72. V2X VAT AZHE#H L TV nE, g,
WITHE R EOMU L MFFH TH D, —2DOHEEL LTI, T TIZITS-Forum Tl — &
F—ALLT, BrHickamme, 12V BE CHEMICEEFEEZEZE L TWDH, £/, ETSI
WCBWTH, BB EE > TWVHEDOZETHD, LEDERIZAHKLD V2X VAT LADE X
2 VT 4 HBET DL, AREHFEOLAAVICEWNWTHLHRANPLETH D,

AEGETHELZDBDIIINETIZHEBMINTE V2X Y AT 50X 2V 7 1 1TH
57y y NThDH, £ Tlk. TVRA (Threat Vulnerability, and Risk Analysi&) Attack
TreeR EDOFEPH WL EFXF 2 U T 4 OB T TWiz, LaL, BURTIXLZ 2%
BricEs i % FTA, FMEA, HAZOP & Wo I T FIEDRRIZ, EX 2V T 4o o7 7 7 7
FERDFEDFEL TR,

F B EOM R AT AT VX BfE 2 AW TERE I LAARAZEET Lo 2 &
MEELELEEMTHY, HIEICEST2WITIEF DR, L, 5%0Y 2T AiFH
FEIE A~ EA TS 72D, TNETULECZEMEEDOMEOEENEEIZ/R->TL 5,
Bah 3B TRALN TS, Bt xXa2 ) T A ORGEHNTHBEOT Fu—F &
LTI,

cHxENOLOE LTHIL, REEIIL—FNFT7E2BZET D

B EEO S L CHR D

R EENTERE L THBEEEET D
LWVoebDORH D, HENEIRD AT L0 2 E T DB E DR Y 7 e —F )
ThHHPOBRFHNIFEFICEEICRDEEZEZXOLND,

S, U EORRBEER L2 tx a7 4 OMARELZE Lo n ke
LRDFHEEZRBLEEMNLEL D, ZODIZ, RO 7T nkt A, FIEOMAEZ



TV, BENEER Y AT 207 & ORE 2 BB L7 BBt 2 £ 2 B o 8 R 2 v
WHIL, ZofEz iIczett e 0Bz B L ABELR S 2T 2OE BN 21T 5 72
HOTa AW RICFEEHESLL, Y — b EZITORLERHDL EEZ LN D,

22 X2V T4 HIFOH Y I ORRES

V2X X 2 U7 4 HliDH D FIZHo0 T, V2X X 2 U 7 1 BEf WG ICH i L. i
fTote, BURIZV2X Y 2T L% R I A N~OERBIIH S 2 & 2 a1, BRI CEM
BIZH T 2B A D ED DI TND L ZATHY | V2X ¥ AT b2 IR R B E R S5 T
BEZONTWDHEFHEEICH NS 720 ORFIC OV T, BCK TORBILE AL T
WiRWER BN D,

Z ZTARBE WG TiE, 4% 0D V2X Y AT AR D EFx 2V 7 « HIFKOHIE - 5 -
FALICHT T, LT O Y 5 00E 6 Rt &7 72,

cHBURTHRERZEIZR > TWDH AN— R = 7 OH M5

- Bk THEREE R P O A 7 T E O BT IS 2 %L

S TEHAR ML NS BENERICE AT 5 BRISEN TR R & FIH

- IR AT T D B 2

*V2X VAT LORGAEICE T DAL H Y J7

221 BRTHEREZEIZGODTWLWAN—FY 7 OEMBER

HENERICHS Lt 2 U7 0 Lot BUROE BB TRD LD LALIT AR
T, EV@EVL_ARRDLND EHBP SN D, —J7, BUIEOBLENR 2 A N TRERBLHK
H/N— R U =7 TiZ PRESERVED ZRAAR A 729 Z L IFEE LVIRILTH 5,

F 72, BEIZI 5 & D 256bit)> © 384bit~D L3>, Brainpool & OFATHE FH O ZEN H 25
mE N—= Ry 27 OEMEEIE~DERb R Ro TN EEZLND, 272 L, ~N— R
U= T FRICEEROENIIMME TS Z ik, MEREO M B, MWAILEE R o H N e
ENRFAREL BEZOND, T, 223 THRBRTE2EF 2 T ICROONDEHIZLY
EONo T LNV OENNMEIZR DN ERBODL ZENEELEZ S,

222 BRXTHEZAPOA LV ISEORMNEEICET IWE

ARFEEIZIDZFAETIE, FIARNNOEREHE L XL TH ST, FiTA 7 ZHICED
LZEBOEBHIZONVWTIEHRES TWRWVWEHALRZWS Db b, 056Dt x 2T 48
HCBAET 2 ERERIZ., 7T ANV REDOH D FICEHEL T, —FFIEAZEBL G F
REDFRAFELESEMNTLHINEVIRE "= RV =T OMRBREL I AN—TL572DD
B O WAL B A . Misbehavioro faH 51D 3 TH D,

INODOMEEAIT - BEHR EAND L V2X VAT A xk HENEGISISHT AL . M
BEOWMEETHL OO, KRN ZHMATZOEEEDRI O LBEIND, I



O DOHAEAITBRIEDO AARD V22X Y AT LDA 7 TR/MOE D LT RR L7720, [EHNTITHE
WMINTWheholBLEZ NS,

Pk, BARCHBNERZ EALT 2RI, 2O W otttlADEANRNEL 225 )
EOromitbEd T, FIFMicEBRET 2 MMiEob s 7 —~EEx2bND, £,
Misbehavior® f HIZ B L TIEZECK LB ORRBE TH O | Z O 5 T H AR DS Bl I F R 2k
LAMREMER DD LB BND,

223 BEHRIBHLALLLL, BFEERICKHEAT AEICENCRAIREEIE

RIANR~DFERBEICHNOND LV DEX 2 U T 41RO B D EEZ SN T
X, BEICHE KO 7B Y7 TR SN EN, £ TTIE RV WEB ESICAR X
NNTWb, TRHDHEFARENL, 2 —RAFr—RL LTHEHINTWD b OIZIE, H il
BUCEET 2 b DIXIT LA LEEENTWARNWI L, £/, T—F T 7 F v 2OV THHE
IS L2 b D TIERVE W I RN EL LTS,

I T, HENEEAZME LG GICENTREa—2 75— BLOHEEIKIZIIE L
2T =T 7 F Yy ORFEITV, 2oL Ty EEBE L ETEB O EFET D
LT, HEEEICHIS LTEEX 2 U T 4RO ONLIBEHEZEIHT Z LN MHEKD, =
2L, V2X AT A0 HEGEER IS T, V2X & AT L0 5 Hl O HE R ST 500 AN
BIThbhd Z & & EHRBEEOFATITEEO MEL BB LEBE IV XD &b,
FIER CHOWON TV AIBELEDEZ T2 AND I ENRNHELEZLND,

Flo, EX 2V T A O FEITRA R OORFEMELTEBY, 7777 hebd b0
HLIFEL TV, V2X BfEICET 27 ey =27 FTIL, ZiLE T TVRA X Attack Tree
ERHOIEBEBEORE - SdfrTbh &b, UL, HEERZEE LA, Bk
DR FETEIA L RDARERD D,

ZZT, ETBROST T n X FEORELITV., BENEKRS AT LOEREL S L
OBEAEZZBRE LGB o2 ERT H2BEOMEROTENWHLEZI T RETHDH, I HIT,
ZTORELLICHRBL L X2 T A OBREZEERE LIZBEELY XA T LOBBINT %
THo7bo7Tat R« FiEEHL L, YV—I1bEITV, I b E AW BE S %2 i
HZET VX VAT AR X2 U T 42RO OLNDEHZWELT 22 ENMET
5,

224 FELEIIHT HEEH

FREOERIRBETE - B AT o2 HmE . TORBREEECHKICKBMSE TN Z ENE
WThHhD, V2X VAT MR L8 F 2 U 7 4 B OEREIC BT 2#EO —21F, AARL
RROKE T V22X U AT DA SN DEMR R > TV D720  BEWIZEB W TR Tl &
NOBIRICE L Cilm T 2,032 02 & Th D,

ZDD, BEAA~OIISIZONTIE, BUREEZEOE NITEINTE Y | EEIT—
MEETM A TITORLTWA e Y7 MIEBNIZESE L TWD, &idwvwi, EeZET



ST DHAEITIE, TNENNFENT 2 FEN KA ERE, FEARThHoTm0 LFE
HHNBRONLTVEED, BREATEBSN TV AERA V7 ITMO U AT LAREHN LV -
S ETED AR OEMIC T DICFIEH K T VD, L) RTHERSH L E X T

W5,

HL, ENCTHEESCHKICET 2#EmEITo7mELTH, FORRETRET I EWD
RN D, V2X v AT AIZB LTIk, EU/US Harmonization®{riiv, BA G A 7
—NELTEMLTWDER, BRATHEDZRWENOEH Y THIE, BARAOEYE - Hikk s L
THIEEND LD TR, TNEARRE L THAMITICRET 2 LEHELVEEXD

L, BURTIX, 29 L —R e T 2 FiEERAETIE RS, -BEOY 77 A i
AT HHME . £ 5o THEAEL - HEICHE O 20348 %0OBEEEZ 2 N5,

Fo, BREOY T T A4 YO AWM S BRI RICT 2720121, BEX=2UF
# HAFICBE 3 D3 - 1RENIT X DIRHIOMEITIN 2, BRKIC fé?%:)74ﬁ%#
DEHRERIICAFT LI LEBRETH D, Hm - MEPITRADEGNIEZ, Bk T =
Va7 FOBMAEEEL, HREATHMEMAL L THERETLI I ERNAOTHDLEEZD
5,

225 VXV RTLDERILIZEITHRIEDHY A

HEAEAL, - %Eﬁ%ﬂ: TNV TOYH ) —DDOMENRBIETH D, V2X VAT ATHEHANE
ZONDFEF 2 H V., CC (Common CriterighfE: Y 2 — VRBIETH 5, Cthn
T, ﬁ%:)?4%%®m&yﬂﬁ%ﬁﬁbf%©\%V:—wmﬁf@ & % B2 D3
O E OMBEHERELRRT 2O TH D, BIE, V2X Y AT LI R T4 A~DIF#
REZAMEE LTWD O, CCRFEIARELEZEX LN TWD A, V2X Y AT LA&x HENE
B~ ST D5 EICIE, CCRIED D WIIRBT 2L ONNEICR D Z RSN D,

INDLDOFETHHSIND LA DBERENIE L WGEAEIL, 2 X MEOERIZR D720,
BWERLVNUVRENEETHY, /o, P TRHERRZITY 2Rk EV I AD
SHOFEERERICEEL RIETAEREOCOHDZTHE TH D,

FEEIZ S W TIE %éﬂévﬁw& FRICRAEEZ MG T D2ULEDOH DT /N A
%L/ &#ﬁ(%iﬁﬂﬁ FHEL TN D, BWIERLLIZE L TIZREOLRHA H
6nnf%%6oit\ﬁ%1)74&%®@mi%5%@®\Eﬁ@vmsﬂ?A&?
FMUZEAT 2D ATEELHY, REICHRFEZ2ED L ZEPHEETH D,
Flo. TG ORFERRAENTITZ 28RICT 572010, EOKITED 21T O0NTH
BT THRHATLILELRD D,
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V2X VAT LADOEXx 27 4 IZEL T, BRINO T ey =y NETHEM S & B
O RF 2 A2 Eb, BESWORIRE LTHWONEZEFIC W THE L, i
Kligolzr7myol FTIEH, WINb K74 3 ~OE#EM - 250 HRE2HE LIl
REENRE I, BRSO ITbh T, £z, VA7 B HFIELRRLF—2
BV, TT77 7 MRS LTWRWIRITH D, o, —HBTIRERELZELHEEETND
T—=AbdH o,

S V2X Y AT LAx BENER, H 2 WIEHIEICHICEN T 258123 A7 507
—X 77 F v bEDLLAREEL 22— A7 AL BMTREFERHL Z ENBEIND,
Fo. HEVEGROH AT, HIENEA T2 205, HiERe L AT COBBOIMN
WMEERD, T, VAZRBEY FiEL, ZhEcoymry=7 bTlEbLTE L O N A
MEII, MPFTLH2ZENMETHD,

V2X VAT KM b X2 U7 o HEfodH v e LT, BUROIRE, A#hEIROFETIC
BT 72 ROFRE, V2X VAT AOERAICB T 2 E0OME LRI T 5 ENEELEE 2
7o V2X X 2 U T A M5t WG T, WSO 7 a2 = 7 b OfE S0 R I 0 0 A k5 50
5. INBESD (N Ry =T OHEIMNIE. 27 7 FORMBRE, BB EEIZAE T
D720 OBMMHFE, M, "M LICBIT2REOH Y ) 250 T, £LEFNICo
WT, EO9WVaoZnZ t2HED TS REDOBRHFZIT- 72,

BUROFBMBEL LTIE, "= Ry =27ETovxa ) T o ABoOMERNLE, 47 7%0
X2 VT A BIROEBMIZET 2O, 200D, HREFIZOWVTIE, BCKOHE)
MEICHER LD, s xlEd byl Lz, BEEEEOFEBRIZH T 2k OFE &
LCiE, HEEGR~OEAZITO 20X 2 Y T o HiFckO b Bk & ixfn, 7
=X T F R —AT—ADRBELETV, BEOWICE 2B ORI EZITH & &
L7z V2X Y AT L OFERLICB T 20O E LT, EEICKT 2 BUE A, RIAED
HREAMED | IOV THE LT,

LIS T RS 2 EORRICHBET 2003 RERBETH D2, FTIE, EAEITH
FrREE G L ET, A TOT e Y s NMCETAEREDRMICINE L, AT
52 ENHCRDEMAZIED RIFFICEETH 5,
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AKFEFEEIT., AAHBENETRAL VDI T IA4YHELDORY FT =228V,
KD V2X S AT B dtxF 2T 4 2W5 7wyl FOBELEEFE~DET Y v~
B EREKR, £, X2 U T A MERREZRET HEITH W b AT B T DRI SR
HRFEREI VI LOTHLNEEI LT,

INLORMEBICEIVEONTZMAEZICIZ, V2X VAT AZhnd X2 U 7 ¢ Hilf % B
KT HTEDOHY L L TREEZE O,

ASEIOMEFEIT, FUELRRETHY 2N L, AARLEIE THESE B2 D5E
2, WS TORRAL - BEHEIZx LT, B ORESCHEENERICSMT L7200 TR
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ucC-1 Safety reaction: Active brake v 7L —%
UC-2 Emergency electronic brake lights v 7L

[Messages lead to safety reaction]

Safety function out of normal condition | v/ 7L
uC-3 warning [Messages lead to safety

reaction]
uc-4 Emergency vehicle warning v 7L
ucC-5 Slow vehicle warning v 7L
UC-6 Motorcycle warning v 7L
ucC-7 Vulnerable road user Warning 7L
uc-8 JE YT R 18 22 15 1k (V2V) 7L
uc-9 JE Y R 18 22 15 1k (V21) 7L
Uuc-10 B 22 1k (V21) 2L
uC-11 Wrong way driving warning v 7L
ucC-12 Stationary vehicle warning v 7L
UC-13 Traffic condition warning v 7L
uc-14 Signal violation warning v 7L
uc-15 Roadwork warning v 7L
UC-16 Decentralized floating car data v 7L
ucC-17 — 5 Ik B R % & LBG Ik (V21) 7L
uC-18 Overtaking vehicle warning 7L
uC-19 Lane change assistance 7L
uC-20 Pre-crash sensing warning 7L
uc-21 Co-operative glare reduction S~y R7 4 F)
ucC-22 Across traffic turn collision risk warning 7L
UC-23 Mergi.ng Traffic Turn Collision Risk L

Warning
ucC-24 Co-operative merging assistance 7L
uC-25 Hazardous location notification 7L

Intersection Collision Warning [Local | v/ 7L
UC-26 Danger Warning from other Cars and to

other Car]
uc-27 Co-operative forward collision warning 7L
uC-28 Collision Risk Warning from RSU 7L
uc-29 A B RE TR 22 1 1k (V21) 2L
UcC-30 HY 23 VOV BRTE 22 B 1 (V21) 2L
UC-31 Regulatory/contextual speed limits v 7L
UC-32 Traffic light optimal speed advisory v 7L

Traffic information and recommended v 7L
UC-33 itinerary [Traffic Information from othe

Entities and to other Entities]
UC-34 Enhanced route guidance and navigatioh v/ 7L
UC-35 Intersection management 7L
UC-36 Co-operative flexible lane change 7L




Limited access warning, detour

oL

ucC-37 N

notification
ucC-38 In-vehicle signage 7L
uUC-39 Electronic toll collect [eTolling] 7L
uC-40 Co-operative adaptative cruise control TLr—%, Tk
Uc-a1 Co-operative vehicle-highway automation TL—%, TN,

system (Platoon) NV RV

Point of interest notification [Point of 7L
ucC-42

Interest]
ucC-43 Automatic access control/parking access 7L
ucC-44 Local electronic commerce 7L
uC-45 Car rental/sharing assignment/reporting 7L
UC-46 Media downloading 7L
uc-47 Map download and update 7L
uC-48 Ecological/economical drive 7L
ucC-49 Instant messaging 7L
UC-50 Personal data synchronization 7L
uC-51 SOS service [eCall] 7L
uC-52 Stolen vehicle alert 7L
UC-53 Remote diagnosis and just in time repai 7L

notification [Remote Diagnosis]
UC-54 Vehicle relation management 7L
UC-5E Vehicle data collect for product life cycle L

management
UC-56 Insurance and financial Services 7L
uC-57 Fleet management 7L

Vehicle software/data provisioning and 7L
UC-58 update [Remote Flashing and Flashing

per OBD]
UC-59 Loading zone management 7L
UC-60 Vehicle and RSU data calibration 7L
UC-61 Personalize the car v— MLERE
UC-62 Car Finder (e.g., via mobile phone) 7L
UC-63 Electronic License Plate 7L
ucC-64 Remote Car Control (e.g. door opener) K77 &
UC-65 Pay as You Drive (Road Safety & Eco) 7L
UC-66 Install applications 7L
UC-67 Parking Sensor System 7L
UC-68 Electronic Driver Logbook 7L
ucC-69 Secure Integration 7L
UC-70 Replacement of Engine ECU 7L
uc-71 Installation Car2x Unit 7L
uc-72 Booking a Hotel on the Road 7L

Combination of the "Calculating Route 7L
UC-73 from Current Position to Home" and

"Booking a Hotel on the Road"
UC-74 Road Surface Conditions to TOC 7L
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uc-1 OVERSEE-9 EVITA-1 —EVITA : Active Brake(Z ETSI iR T\ aEIcE PSS, LirL, OVERSEET®
Active Brake?® ETSIL2E %S L TWH L SN TN Do, ZORRICLTWD,

uc-2 ETSI-1 OVERSEE-9 EVITA-1? il

uc-3 ETSI-2 OVERSEE-9 EVITA-4

uc-4 ETSI-3 OVERSEE-6 SEVECOM-9 ITS-F-6

uc-5 ETSI-4 OVERSEE-6 ITS-F-5 —ITS:ETSHIRBLAENWE ZAICWRLARWNR—FH L TWVLHELTRENN?

uc-6 ETSI-5 OVERSEE-6

uc-7 ETSI-6 OVERSEE-6 SEVECOM-4 ITS-F-11

uc-8 ITS-F-1

uc-9 ITS-F-9

uc-10 ITS-F-10

uc-11 ETSI-7

uc-12 ETSI-8 ITS-F-5

uc-13 ETSI-9 ITS-F-5 <ITS: RBHEHRITHATL I N TV RWDR, FENbH EE2LND, Fo, ETSHIRBE LA
WL ZAIZRLARVR—HLTWEELTENN?

uc-14 ETSI-10 ITS-F-12

uc-15 ETSI-11 SEVECOM-10

uc-16 ETSI-12 PRECIOSA-1

uc-17 ITS-F-13

uc-18 ETSI-13 OVERSEE-5

uc-19 ETSI-14 OVERSEE-6

uc-20 ETSI-15 OVERSEE-7

uc-21 ETSI-16 OVERSEE-8

uc-22 ETSI-17 ITS-F-2

uc-23 ETSI-18

uc-24 ETSI-19

uc-25 ETSI-20 SEVECOM-5

uc-26 ETSI-21 EVITA-2, EVITA-5 PRECIOSA-2 SEVECOM-4 ITS-F-3, IT6-4

uc-27 ETSI-22

uc-28 ETSI-23

uc-29 ITS-F-8

uc-30 ITS-F-7

uc-31 ETSI-24

uc-32 ETSI-25

uc-33 ETSI-26 OVERSEE-8 EVITA-3, EVITA-6

uc-34 ETSI-27 OVERSEE-13 PRECIOSA-3

uc-35 ETSI-28

uc-36 ETSI-29

uc-37 ETSI-30 SEVECOM-10

uc-38 ETSI-31




ucC-39 ETSI-32 OVERSEE-1 EVITA-7

ucC-40 ETSI-33

uc-41 ETSI-34

uc-42 ETSI-35 EVITA-10

UuC-43 ETSI-36 OVERSEE-3

ucC-44 ETSI-37

UcC-45 ETSI-38 OVERSEE-18

UC-46 ETSI-39

uc-47 ETSI-40 SEVECOM-3
uC-48 ETSI-41

ucC-49 ETSI-42 OVERSEE-21

UC-50 ETSI-43 OVERSEE-4

ucC-51 ETSI-44 OVERSEE-2 EVITA-8 SEVECOM-1
UC-52 ETSI-45 OVERSEE-7 SEVECOM-2
UC-53 ETSI-46 OVERSEE-14 EVITA-16

UC-54 ETSI-47

UC-55 ETSI-48

UC-56 ETSI-49

UucC-57 ETSI-50

UC-58 ETSI-51 EVITA-17, EVITA-18 SEVECOM-8
UC-59 ETSI-52

UcC-60 ETSI-53

uc-61 OVERSEE-10 EVITA-13

UucC-62 OVERSEE-11

UC-63 OVERSEE-12 SEVECOM-6
uC-64 OVERSEE-15 EVITA-9

UC-65 OVERSEE-16

UC-66 OVERSEE-17 EVITA-11

UucC-67 OVERSEE-19

UC-68 OVERSEE-20

ucC-69 EVITA-12

UucC-70 EVITA-14

uc-71 EVITA-15

UucC-72 PRECIOSA-4

UC-73 PRECIOSA-5

uc-74 SEVECOM-7
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uUC-1 Vehicle controll Safety reaction: Active brake v v
ucC-2 Vehicle statug Emergency electronic brake lights Y Y Y Y

warnings [Messages lead to safety reaction]
ucC-3 Safety function out of normal condition warning Y Y Y

[Messages lead to safety reaction]

uc-4 Vehicle type| Emergency vehicle warning v v v

warnings
UC-5 Slow vehicle warning v v v v
uUC-6 Motorcycle warning v v v
uc-7 Vulnerable road user Warning v v v v
uc-8 FE YT RF 22 1) 1k (V2V) v
uc-9 7 3T RE TR 22 1 1k (V21) v
uc-10 B 28R 1k (v21) v
ucC-11 Traffic hazard Wrong way driving warning Y Y

warnings
UC-12 Stationary vehicle warning v v v
UC-13 Traffic condition warning v v v
ucC-14 Signal violation warning v v v
UC-15 Roadwork warning v v v
UC-16 Decentralized floating car data v v v
ucC-17 — 45 1k B R % & LB Ik (V21) v
uC-18 Dynamic vehiclg Overtaking vehicle warning v Y

warnings
uC-19 Lane change assistance v v
uUC-20 Pre-crash sensing warning v v
uc-21 Co-operative glare reduction v v
ucC-22 Collision Risk| Across traffic turn collision risk warning v Y

Warning
uC-23 Merging Traffic Turn Collision Risk Warning v
ucC-24 Co-operative merging assistance v
UcC-25 Hazardous location notification v v v
UC-26 g::]rsectlon Collision Warning [Local Danger Warg from other Cars and to other / Y / Y Y v
ucC-27 Co-operative forward collision warning v
uC-28 Collision Risk Warning from RSU v v
Uc-29 A5 7 N5 1 22 B 1k (V21) v
uc-30 2 W R TR 221 1k (V21) v
uUC-31 Traffic Efficiency | Regulatory/contextual sgekmits v v
UC-32 Traffic light optimal speed advisory v v
UC-33 Traffic information and recommended itinerary v v v v

[Traffic Information from other Entities and to @hEntities]

UC-34 Enhanced route guidance and navigation v v v v




UC-35 Intersection management v
UC-36 Co-operative flexible lane change v
uc-37 Limited access warning, detour notification v v
UC-38 In-vehicle signage v v
uUC-39 Electronic toll collect [eTolling] v v v v
uC-40 Co-operative adaptative cruise control v
uc-41 Co-operative vehicle-highway automation systenma{@on) v
ucC-42 Others Point of interest notification [Powitinterest] v v v
ucC-43 Automatic access control/parking access v v v
ucC-44 Local electronic commerce v v
uC-45 Car rental/sharing assignment/reporting v v
UC-46 Media downloading v v
uc-47 Map download and update v
ucC-48 Ecological/economical drive v
uC-49 Instant messaging v v
UC-50 Personal data synchronization v v
UC-51 SOS service [eCall] v v v v
UC-52 Stolen vehicle alert v v
UC-53 Remote diagnosis and just in time repair notificat / Y Y
[Remote Diagnosis]
UC-54 Vehicle relation management v
UC-55 Vehicle data collect for product life cycle managant v
UC-56 Insurance and financial Services v v
UC-57 Fleet management v v
uUC-58 Vehicle software/data provisioning and update v Y v
[Remote Flashing and Flashing per OBD]
UC-59 Loading zone management v v
uC-60 Vehicle and RSU data calibration v v
uc-61 — Personalize the car 4 v
UC-62 Car Finder (e.g., via mobile phone) v
UC-63 Electronic License Plate 4 v
UC-64 Remote Car Control (e.g. door opener) v v v
UC-65 Pay as You Drive (Road Safety & Eco) v
UC-66 Install applications v v
UC-67 Parking Sensor System v
uUC-68 Electronic Driver Logbook v
UC-69 Secure Integration v
UC-70 Replacement of Engine ECU v
uc-71 Installation Car2x Unit v
UC-72 Booking a Hotel on the Road
uUC-73 COMBINATION OF THE “CALCULATING ROUTE FROM CURRENTPOSITION TO
HOME” AND “BOOKING A HOTEL ON THE ROAD”
uc-74 ROAD SURFACE CONDITIONS TO TOC




5 — Al —RA

aup

Ea il

UucC-1

Name

Safety reaction: Active brake

Communication
Parties

Vehicle

Use Case Scenario

The car receives a message that indicates thatahis in immediate danger ¢
collision with an object. The only way to avoid thellision is an instant brak
manoeuvre.

Remark: The source of the message is describee@taildn Section 3.6.

The emergency message contains longitude, latiardkaltitude of the
dangerous object, the time of message generati@expiry time of the
message, an indicator for the reliability of théoinmation, a code that is
classifying the object, an Id that is identifyingetsender of the message an
an event code that is classifying the emergenayasion. All this information
is packed in a message frame that adds checksdarmation for protocol
processing and if necessary security information.

The receiving communication unit (CU) will checketimessage for
correctness and then pass the information togetfithr additional relevant
information to the chassis safety controller (CST)e additional information
consists of data about the position, speed, headypg and size of
communicating objects nearby; further attributesyrabso be added. The
additional information was collected from older eéeed messages and store
in the neighbourhood table. The neighbourhood table list of
communication nodes from which the CU received ragss in the past. The
list contains the nodes Id, position, type and otineailable attributes. Nodeg
that are more than 1 km distant will be deletedfrihne list.

The information is provided in regular intervalsaa(@/s). In parallel to the
following action, the CU will assess whether it tassend the information oJ
to other nodes. The assessment depends on theéguosftnearby CUs, the
received RF power of the message and the typeefritessage. Only event
messages will be rebroadcast. If it is obvious thihaffected units that are
even further away from the sender have receivedstimee message, the
message will not be rebroadcast, otherwise it ig s@it again. The GPS unit
of the CU is used to determine the position; thasifion is used internally an
for car2X communication.

The CSC will use further information that is avéila to perform a plausibility
check. This information may be object lists frondaa, lidar or video sensors
together with data from digital maps, driver stainfrmation and status dat
of the car like position, speed, heading, steedngle etc. Except for the car
status all these data sources are optional.

If the plausibility check confirms the danger fdwetcar, the CSC decides on
appropriate action, which mainly depends on thesgikties that the vehicle

dynamics and the neighbourhood conditions permiithé CSC decides that g

-+

—



braking manoeuvre is the best solution, it will dembraking command and
information concerning the best deceleration tolthake control unit. In
addition, information about the emergency-brakingnmeuvre will be sent to
the CU. The CU will then broadcast an emergenckimgmessage to warn
following cars.

The brake control unit (BCU) will adjust the bragimechanics to get a
deceleration as close as possible to the desirkdeyavhile keeping the car in
a controllable state by executing ABS/TCS/ESC ailfpons. When starting the
braking, the BCU will send a message to the povaémtdomain to reduce the
driving power. This message is forwarded by the G®@ the Powertrain
controller (PTC). The PTC will decide how best twntply with this request
and will send the necessary commands to the uiiteepowertrain domain.
The

CSC will update the plausibility check and the cludéng braking commands|
in regular intervals (ca. 10/s). The braking comoswill be adapted to the
situation assessment.

When the CSC gets information from environmentalsses (radar, lidar,
video) and/or car internal sensors (digital mapesh yaw rate, etc.) that shgqw
that the dangerous situation is no longer existarthat the driver is fully ablg
and ready to cope with the danger, it returns aartty the driver by adapting
the deceleration to the braking pedal pressure.

D

ucC-2

Name

Emergency electronic brake lights [Messages lto safety reaction]

Communication
Parties

Vehicle

Use Case Scenario

In order to avoid critical driving situations, ca¢Zommunication helps to
virtually extend the view of the driver. The drivean be warned in critical
situations, where an obstacle may be overseen,mgrsection warnings
based on communication. This kind of applicatiotl weduce the number of
fatalities.

The communication of local danger warning messagdmsed on
“Cooperative Awareness Messages” CAM and “Deceideal Environmental
Notifications” (DEN) specified by the C2C-CC. WithiCooperative
Awareness Messages, data is periodically broadeagt,in order to prevent
accidents at an intersection. Decentralized envitental notifications provide
more specific information about an occurrence, égndicate a potential
danger to other vehicles such as a car with wartigigs on.

The car that receives the messages processesftirenation and provides the

driver a corresponding warning.




ucC-3

Name

Safety function out of normal condition warning ¢8kages lead to safety
reaction]

Communication
Parties

Vehicle

Use Case Scenario

When a dangerous situation occurs that forces thed or the car itself, to

perform a manoeuvre, this can endanger other vesidh order to warn othe
vehicles, the car sends out a warning message.byaaars that are in danger
can then react according to the information prodidéthin the message.

Remark: The processing of the message in otherisatescribed in detail in
Use Case “Safety reaction: Active brake”.

An ECU of the chassis & safety domain detects agganthis may be the
trigger of an airbag, an obstacle in direction @viel seen by an
environmental sensor, or an emergency braking peréd by the driver or an
automatic system. The Chassis Safety ControllerGC&ets information abou
the dangerous situation via the Chassis Domain Bhg. CSC will assess the
situation and will take measures to mitigate thegkx for the car. The
measures will result in commands to actuator EQUthe chassis & safety
domain and additionally commands to the powertidomain to get a helpful
driving power adjustment. In parallel it will alsnd information to the
Communication Unit (CU). This information will coain data about the
current vehicle dynamic status and detailed infaiioraabout the planned
actions (deceleration or acceleration, steering,)et

The CU will send out a warning message that comstalims information via the
DSRC interface to nearby vehicles. The emergencysage contains
longitude, latitude, altitude, speed, acceleratioa heading of the car, the
time of message generation, the expiry time ofrttessage, an indicator for
the reliability of the information, a code thatakssifying the car, an id that
identifying the sender of the message, an evenecbdt is classifying the
emergency situation and the planed accelerationhaadling. All this
information is packed in a message frame that adésksum, information fo

r

n

protocol processing and if necessary security imf@tion.




uc-4

Name

Emergency vehicle warning

Communication
Parties

Vehicle (and emergency Vehicle), RSU

Use Case Scenario

This use case allows an active emergency vehicladizate its presence. In
many countries the presence of an emergency vehigi®ses an obligation
for vehicles in the path of the emergency vehidegive way and to free an
emergency corridor.

NOTE: The legal status of vehicles giving way toeggency vehicles is
determined by local law although in general natidaav will take precedence
over any social or moral obligation to give waythee emergency vehicle.

UcC-5

Name

Slow vehicle warning

Communication
Parties

Vehicle

Use Case Scenario

This use case consists from any slow vehicle toaligts presence (vehicle
type) to other vehicles.

UC-6

Name

Motorcycle warning

Communication
Parties

Vehicle, RSU, Motorcycle

Use Case Scenario

Warn driver for arriving motorcycle. This is espalty useful in case of
reduced visibility.

ucC-11

Name

Wrong way driving warning

Communication
Parties

Vehicle, Infrastructure

Use Case Scenario

This use case indicates to vehicles in the affeetesd that a vehicle is drivin
against the planned direction of traffic. The atBxt area is primarily the roa
in which the vehicle is driving in the wrong diréa and the affected vehiclg
are those vehicles approaching the violating vehicl

NOTE: This form of driver behaviour may be a viotat of local laws and
require identification of the vehicle and driver the appropriate authority.

L



ucC-12

Name

Stationary vehicle warning

Communication
Parties

Vehicle

Use Case Scenario

This use case consists for any vehicle being daogdy immobilized on the
road (consecutive to an accident, a breakdown graaher reason) to alert
other approaching vehicles of the risk for themoassted to this dangerous
situation.

UC-13

Name

Traffic condition warning

Communication
Parties

Vehicle, Infrastructure (RSU, ITS-center)

Use Case Scenario

This use case allows any vehicle or roadside stattdosignal to other vehicle
the current traffic condition at the point of sensuch data may be

propagated by the ITS network as authoritativeficahanagement messages

in order to mitigate the impact of the traffic catidn on traffic flow.

|2}

uC-14

Name

Signal violation warning

Communication
Parties

Vehicle, Infrastructure (RSU, ITS-center)

Use Case Scenario

This use case allows a detecting ITS station (niksty a road side unit) to
signal to affected users that a vehicle has viaateoad signal and increase
the risk of an accident.

NOTE: This form of driver behaviour may be a viotat of local laws and
require identification of the vehicle and driver the appropriate authority.

UC-15

Name

Roadwork warning

Communication
Parties

Vehicle, Infrastructure

Use Case Scenario

Via road infrastructure to vehicle communicatiompyides information on
current valid roadwork and associated constraints.




UC-16

Name

Decentralized floating car data

Communication
Parties

Vehicle, Infrastructure (RSU, Traffic managementies)

Use Case Scenario

This use case consists for any vehicle to detedtsagnal to other vehicles
some local danger or some traffic flow evolutioBs.ch information can be
propagated until a certain distance (e.g. 20 kmgimssing vehicles (e.g. in
local danger opposite direction) using geocastiagabilities. This
information can also be received by road side uaitd forwarded to traffic
management centres or nearby road side units fayit® vehicles in greater
upstream distance.

UC-26

Name

Intersection Collision Warning [Local Danger Wangifrom other Cars and
to other Car]

Communication
Parties

Vehicle

Use Case Scenario

From other Vehicle

In order to avoid critical driving situations, ca¢Zommunication helps to
virtually extend the view of the driver. The drivean be warned in critical
situations, where an obstacle may be overseen,rgysection warnings
based on communication. This kind of applicatiorl weduce the number of
fatalities.

The communication of local danger warning messagdmsed on
“Cooperative Awareness Messages” CAM and “Deceigeal Environmental
Notifications” (DEN) specified by the C2C-CC. WithiCooperative
Awareness Messages, data is periodically broadeagt,in order to prevent
accidents at an intersection. Decentralized envitental notifications provide
more specific information about an occurrence, égndicate a potential
danger to other vehicles such as a car with wartigigts on.

The car that receives the messages processesftrenation and provides the
driver a corresponding warning.

To other Vehicle

In order to avoid critical driving situations, ca¢Zommunication helps to
virtually extend the view of the driver. The drivean be warned in critical
situations, where an obstacle may have been overseg. intersection
warnings based on communication. This use casesrithes the detection of g
local danger via internal sensors and ECUs of thedhicular system, which
is used in order to generate a local danger warniegsage. The local dange
warning message is then broadcast to other vehidles use case
complements the description of the use case ini®@e& 3 where the receptio

|

=

=}

of the information is explained.




UuC-31

Name

Regulatory/contextual speed limits

Communication
Parties

Vehicle, RSU

Use Case Scenario

This use case consists for a capable Road SidetDitoadcast at a given
frequency the current local speed limits (regulatand contextual).

UuC-32

Name

Traffic light optimal speed advisory

Communication
Parties

Vehicle, RSU

Use Case Scenario

This use case allows a traffic light to broadcasting data associated to its
current state (e.g. time remaining before switchiiegween green, amber,
red).

NOTE: Traffic light sequences may vary.

UC-33

Name

Traffic information and recommended itinerary
other Entities and to other Entities]

[Tfia Information from

Communication
Parties

Vehicle

Use Case Scenario

From other Entity

Classic traffic information is limited by high lelgeof latency and partly by
inaccurate information. Enhancing this technologyhwear2X information
from other cars, road-side units and backend serinérastructure will allow
more efficient restructuring of traffic flows.

To other Entity

Classic traffic information is limited by high lelgeof latency and partly by
inaccurate information. Enhancing this technologyhwear2X information
from other cars, road-side unit and backend serinémastructure will permit
more efficient restructuring of traffic flows.




UC-34

Name

Enhanced route guidance and navigation

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

A road side unit which has the capability to accesmternet and enable any
passing by vehicle or parked vehicle to accesstimternet server to reques

the downloading of an optimized itinerary (new wajpts) according to some

personalized requirements. This interaction betwaemhicle and an internet
server may include a content purchasing transadiwhthe transfer of Digital
Rights. Such access can be the result of receinaffid information.

ucC-37

Name

Limited access warning, detour notification

Communication
Parties

Vehicle, RSU

Use Case Scenario

Warn the approaching vehicles of some road limaedess, provides the
restriction data and may ask for access controly jglvide some
advice/itinerary elements (waypoints) to avoid tesetricted area for vehicle
being not authorized.

UC-38

Name

In-vehicle sighage

Communication
Parties

Vehicle, RSU

Use Case Scenario

Via road infrastructure to vehicle communicationfarmation on current valid
traffic signs is given to the driver.

NOTE: Depending on the law that applies at the tand place of transmission

of such messages the demanded behaviour of therdmay be mandatory
(e.g. speed limits) and failure to act on such mmges may be considered as
traffic violation and require the identity of veldcand driver to be made

available.

a



UC-39

Name

eTolling

Communication
Parties

Vehicle

Use Case Scenario

Car tolling is already in use in different coungiesing different techniques.
Most are based on the same principle: The use &xara On-Board Unit
(OBU). In Germany, for example, the service calt@dll Collect” is used to
account trucks. The use case will be describeddasethe German system.
According to the EVITA use cases reference architexthe OBU can be seeg
as an enhanced CU.

The Toll Collect system [5] provides two types aftaunting: the manual
accounting and the automatic one. Just the aut@nuaie will be considered
within the description of this use case.

To be able to automatically account the trucks,| Tallect system used the
combination of two positioning systems: the GloBgistem for Mobile
Communication GSM and the Global Positioning SysteRiS. Those two
technologies are implemented in the Road Side UiRSU) of the toll
provider. In the vehicle, the OBU is equipped walGPS antenna and GSM
antenna in order to communicate with the RSU andetod the relevant
information. With the position technologies, the OB then able to determin
the driven distance in order to calculate the bdked on the driver contract
information and in order to send it per mobile padechnology (GSM) to the
data processing center of the toll provider.

Considering the fact that for car2X communicationcanmunication unit will
be introduced in the car, the logical consequenitebe the use of this unit fo
toll purposes. Therefore,

in the description it is assumed that the OBU ag pAthe Communication
Unit will handle the communication with the RSU.

In this use case, the RSUs of the toll system ptewiare continually
broadcasting a kind of wake-up signal. Dependingtsrposition an OBU
recognises a toll road and automatically savesndessary data for the
accounting. Passing the toll provider RSU, the ekhreceives the control
signal and the OBU automatically calculates thé fieé. Before sending the
needed data for toll accounting the CU checks thigim of the message
(authentication of the RSU). If the RSU cannot beritified, the CU does not
send any message after the check. Otherwise, dsstre data needed for
accounting the driver: the type of the car, tolhtract identification, pay
method, and the signed bill of the last paid toll.

All the data sent by the CU are signhed and enciyjeorder to ensure that th
driver will be correctly accounted and that onlyaiowed control center can

I

process the data.




ucC-42

Name

Point of interest notification [Point of Im¢st]

Communication
Parties

Vehicle, Infrastructure

Use Case Scenario

In this use case a service provider offers advirgisnformation through Roa
Side Units (RSUs). Drivers can receive informatedsout shops, service
stations, restaurants, drugstores, etc. Although kind of information is
available through most navigation systems; thisldd.e more suitable for
clients, because the information will be up-to-datel not software version
dependant as with the navigation software.

We assume in this use case that the RSU just bessiche advertising
information. We will not consider a distinction aflvertising information
type. Drivers preconfigure whether they want toeige advertising
information.

Entering an area covered by a particular Road 8idi¢, the vehicle receives
signed message from the Road Side Unit. The RSUtitdeis verified. The
CU then sends the information to the Head Unit,akhihen displays it.

UuC-43

Name

Automatic access control/parking access

Communication
Parties

Vehicle, RSU

Use Case Scenario

Upon signalization of an access controlled areg.(a.private or public
parking), a concerned vehicle entitled to access ahea will supply its
identity to the road side unit to obtain the rightaccess the area.

UC-44

Name

Local electronic commerce

Communication
Parties

Vehicle, RSU

Use Case Scenario

A road side unit signalling some POI/LBS may hale tapability to process
local payment (using some electronic purse/wallet)service reservation
or/and some good purchasing.




UC-46

Name

Media downloading

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

A road side unit which has the capability to pravichultimedia for passenger
entertainment using or not an Internet network. dbwnloading of
multimedia can be conditioned by a commercial tearti®n resulting in the

supply of digital rights to be used for the dowrdarag action.

UC-51

Name

SOS service [eCall]

Communication
Parties

Vehicle, Infrastructure

Use Case Scenario

In case of an accident, e.g. detected by the trigfe¢he airbag, an emergengy
call is automatically generated. The last positiofishe vehicle (position
chain) based on GPS/ Galileo signals are also teared to enable the
location of the vehicle. With these measures thiayéom the occurrence of
the accident to the arrival of the emergency vehisIminimized.

Today only few vehicles are equipped with this fagiand a Service Providefr
(e.g. ONSTAR) aggregates the position data and n thensfers the call to th
next PSAP (Public Service Access Point). The vehmlner has to pay a
monthly or annual fee for this

1%

service, usually combined with other services. Engergency call is
transferred via the Service Provider to the nexAPSNo changes in the
infrastructure of the PSAPs are necessary. Thecase eCall is based on thi

12}

approach.

The public European emergency call system curremtlger development will
use the GSM 112 emergency call number (‘112 eC#fldt is automatically
linked to the next PSAP today, so a Service Provideno longer necessary.

=}

addition to the direct communication with the dnivéhe PSAPs have to be
able to deal with the crash data — thus changekdd®SAP infrastructure are
necessary.

The European commission has pointed out that wifhllg deployed and
mandatory eCall system 2500 lives could be savedypar in Europe [6]. The

adoption of this approach is therefore being stigregncouraged.




UC-53

Name

Remote diagnosis and just in time repair ncatfon [Remote Diagnosis]

Communication
Parties

Diagnosis, Vehicle

Use Case Scenario

Diagnosis of cars is not a new goal in the autor®industry. It has existed
since cars were first designed. During the lasy@ars car diagnosis gained
more importance because of the increasing useegftenics in cars.
Standards were defined not just to allow differer@nufacturer’'s ECUs to
communicate with each other in an in-vehicle netwsystem, but also to
allow different diagnosis tools to have accessitgdosis data; e.qg., failure
log entries. Those entries are composed of faibo@es, their states, and the
context in which the failures occurred.
We distinguish between two different types of diagis: On-Board Diagnosis
and Off Board Diagnosis. The difference is thatGfftBoard diagnosis is
done with an off-vehicle system (e.g. diagnosisitolt is important to
mention that an Off-Board Diagnosis can be donedynecting the diagnosis
tool to the On-Board Diagnosis system.
For better understanding, a few words about failogeentries. Each ECU hals
a diagnosis routine, which records failure evertg (sensor failure) in the
failure log. Since the failure events can be sewsitor different ECUs,
different failure records are made. A diagnosisl wil try to know where the
real cause comes from, based on two points: thfemtift entries made in
different timeframes and the algorithms implemented

Nowadays car diagnosis in Europe is hardwired. Aeleiss car diagnosis will
be described in our case with focus on the commatina characteristics of
the data transmission.

In this use case, a car owner wants his car t;mbpdcted by a service statioh.
After receiving the request of the car owner, avggr station using a diagnosjs
tool will try to assess the state of a vehicle l@chin their area without
making any physical connection to the vehicle. Ti@gnosis of the vehicle
should even be possible if the vehicle is not ie #rea of the service station
by using an internet connection. This is necessarge real time data when a
vehicle is moving can help to discover malfunctiomhich are not detectable
when the car is in the service area.

The service station has to first connect via Inegrand Wireless LAN to the

o

in-vehicle network. An employee of the station upsthe diagnosis tool send
a connection request to the vehicle. The authoiopafior the connection is
checked in the Communication Unit (CU). The messiagehecked for
integrity and the service station is authentica#®d.onnection answer is sent
back to the diagnosis tool. Once the connectioasimblished, the diagnosis
tool sends, depending on the option chosen by thel@yee of the service
station, requests to read out diagnosis informa{®tate/Log information)
from the Electronic Control Unit (ECU) it wants thheck. A motor diagnosis
will be considered in this case; therefore, infotima from the engine control

unit shall be read. After receiving the connectiequest, the CU forwards it




to the ECU. A secure session is negotiated betweerECU and the diagnosi|s

tool using a challenge response process.

UC-56

Name

Insurance and financial Services

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

On-demand and real time interaction (e.g. pay asdmve service) with
financial and insurance coverage service providexbéed by 12V and V2I
communications.

UC-57

Name

Fleet management

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

A road side unit which has internet access captslican provide to and
collect from vehicles, some fleet management dataugh exchanges betweg
vehicles (passing by or parked) and a local RSU.




UC-58

Name

Vehicle software/data provisioning and update [Re&mFlashing and
Flashing per OBD]

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

Remote

In the use case “Remote Diagnosis”, the procesotmect remotely from a
service station to the in-vehicle system of a cas been described. Diagnos
is used to assess the state of the vehicle. A ptessbnsequence of diagnosi
would be the update of the software version of Ehectronic Control Unit
ECU to remove bugs or to improve the functionalidowadays this is done
over cables, flashing per OBD.

In this use case flashing an ECU wirelessly willdodressed. On one hand
this brings advantages such as faster updates,arv@fid money savings for
the driver, and more clients per day served fordbevice station since the
driver does not have to use the area of the serstiggon to let his car be
repaired. On the other hand, this brings a lotexdfusity issues.

We assume that the driver and the service stateooretan arrangement about
the remote flashing of the driver’s vehicle.

The service station using a Diagnosis/Flashing Texihblishes a connection
via Internet and Wireless LAN to the in-vehicle wetk. It sends a connectio
request to the ECU in the Powertrain domain via@oenmunication Unit
(CU). The request is checked for integrity and $leevice station is
authenticated. A connection answer is then sentsasdion keys are shared
allow a secure communication channel. To know whiehsion will be
installed, a diagnosis of the vehicle is done teehall necessary information
such as ECU type, Firmware Version, and date oflélsé update. If the type i
the expected one, then the flashing session isestamhe flashing tool sends
request to open a programming session at the E@¢&l.le

Once the programming session is open, the flastoogsends the encrypted
new software version to the RAM of the ECU. The ocoumication still goes
through the CU. Every message is checked for intggauthenticity, and
freshness at the ECU level. The software is flasinettie ROM, and the date
saved. At the end the flashing tool closes the paogning session at the EC
level and the connection with the vehicle.

OBD
In use cases “Remote flashing” and “Remote Diagsigghe connection for
diagnosis purpose is done wirelessly. Nowadaysumge, car diagnosis is

done hardwired. It's interesting to take a closmoH at the use case, to identify

the security issues service stations and vehickeseo are already confronted
with. The description is based on the Standard lddiDiagnostics Services
UDS, which is specified in [7]. In this use caseE@U firmware of a vehicle
will be updated hardwired from a service station.

2]

n

to

[

a

(7]

is

A car owner takes his car to the area of a sergtaéion. To start the diagnos




session the car has to be activated. The ECU lidéa its software and starts
the diagnosis function, called diagnosis serverthiis state, the diagnosis
server is in the default mode (this is defined

as a session in [7]).

The service station employee connects his diagnosisto the on-board
diagnosis interface in the vehicle. This is doneplygging a cable to the
diagnosis connector, which is different from carcar.

A diagnosis request is then sent via the Commuideatnit CU (on-board
diagnosis interface) to the ECU. The ECU authenésdhe diagnosis tool an
checks the data integrity. If the request is susfidsthe ECU opens a
programming session.

The service station employee begins his diagnogishecking the ECU type
and firmware version. Assuming the ECU type is kmow comparison is als
made to figure out the need of an update of theieer The diagnosis tool
then sends the encrypted packets of the new firrawarthe ECU, which
stores it in the RAM.

The new firmware is decrypted at ECU level andfilked in the ROM packet
wise. The date of the update is written in the E&dl the programming
session is closed by sending an EcuReset requeketeCU.

UC-59

Name

Loading zone management

Communication
Parties

Vehicle, RSU

Use Case Scenario

The goal with this Use Case is to support the drifleet manager and road
operator (including parking zone operator) in trewking, monitoring and
management of the urban parking zones for freighted activities. These
activities can be loading/unloading of both heaehicles and for parcel
operators' smaller vehicles.

It describes from the driver or/and fleet operatimre the possibility to book i
advance an urban loading bay specifying the deliveission, the planned
delivery time, the loading/unloading time requiréde vehicle type, any
flexibility (e.g. £15 mins) in the delivery time drthe estimated time to reac
the parking zone (interaction with traffic managerte For the road operator
it describes the possibility to optimize the manmaget of loading zones
through better knowledge of the delivery time pdrand duration. For the
fleet operator, it describes the possibility toiopze the delivery time to its
customer, reduce driver stress and anticipate cetiges problem.

NOTE: An important point is to define what a loadimone is. It can be a
physical on/off street space or it can be a pedgststreet/area for instance.
The layout here is a section of road which is aafalié for freight vehicles to
stop, for a limited time, for loading/unloading paises. It may be part of the

=

main carriageway or an additional lane.




UC-60

Name

Vehicle and RSU data calibration

Communication
Parties

Vehicle, RSU, Internet

Use Case Scenario

An RSU compares its sensor data or calculateditratitus to the respective
data delivered by passing vehicles utilizing V2homaunication. Also vehicles
passing each other compare sensor data utilizing ¥2mmunication.

In case of major and recurring discrepancies tispeetive RSU or vehicle
flags malfunctioning sensor data or informationgee so they are not used in
further processes until the sensor devices arelitrated online or offline
(maintenance). The RSU or vehicle is, if onlineilsedtion fails, transmitting a
notification to a dedicated maintenance managermenter for maintenance
scheduling or stores it for information of mainteca staff during next regulg
maintenance run.

=

UucC-61

Name

Personalize the car

Communication
Parties

Nomadic Device, Vehicle

Use Case Scenario

Enable a driver to personalize a car, i.e. to adgest position, mirrors, and
preferred settings for multimedia devices, withpbtysical action. Because df
this a “User Profile”, which was created once befowill be activated from a
mobile device. Here we will exemplify how the seaisition becomes
adjusted.

UC-64

Name

Remote Car Control (e.g. door opener)

Communication
Parties

Vehicle, Infrastructure

Use Case Scenario

Enable a remote control of car functions from bothiside and inside the
vehicle via mobile devices. Possible applicatiommyples are closing and
opening of windows, doors or similar units withraart phone. In this use case
we describe unlocking and opening of the conveetitolp from outside of the
car with a smart phone.




UC-66

Name

Install applications

Communication
Parties

Nomadic Device, Vehicle

Use Case Scenario

The purpose of this use case is to describe thsipibisy of installing and
running applications in the car from an externalide. These can be used
through modules by the driver or occupants. Hereewemplify the use case
for installing a city application, i.e. visitor gilénce for a city, which shows
interesting routes and points of interests in thg.c

UC-69

Name

Secure Integration

Communication
Parties

Nomadic Device, Vehicle

Use Case Scenario

The use case demonstrates the integration of ahicapion installed on mobile
device, e.g. a media player on a notebook, withim multi media function of
the car. This use case demonstrates how a notebomokl access the Internet
via the connections of the car, download multimecbatent, and use the audjo
and video devices of the car to display these data.

UcC-70

Name

Replacement of Engine ECU

Communication
Parties

Diagnosis device, Vehicle

Use Case Scenario

Due to a malfunction the engine control ECU of &ieée has to be replaced.
Normally this is done by an authorized garage, wttendiagnosis shows that
the reason for the malfunction is the ECU. If theEis capable of being
flashed, then the garage has to install exactlyriplet version of the hardware
of the ECU and then download the right softwaresi@m as described in the
“Remote Flashing” and “Flashing per OBD” use cadéshe software cannot
be downloaded, e.g. for older cars with ROM (ReadyMemory), the garage
has to install the right ECU hardware with the ewmtrsoftware version.

Y72

Remark: The processing of the software download thedrelated
communication scenarios are described in the “Renfdashing” and
“Flashing per OBD” use cases.




UucC-71

Name

Installation Car2x Unit

Communication
Parties

Diagnosis device, Vehicle

Use Case Scenario

. In a garage a Car2X Communication Unit (CU) istalled into a car. The cg
was not equipped with a CU before. The installatiagt include mechanical
installation, connection to power supply, connestto the backbone bus of
the car and mounting of antennas and antenna aabfh configuration work
that is needed to associate the CU with the caallow payment function etc
is done in the garage.

The functionality of the car will be only changedthat new information from
the CU can be accepted and integrated in the proesdof the installed car
systems.

The information that is broadcast from the CU vbid taken from the backbon
bus. To accept and use the data from the CU, thees§il Safety Controller
(CSC) and the Head Unit (HU) will need software ateb that have to be
installed during the installation.

Remark: The processing of messages from and t&€thés described in detai
in use case “Safety reaction: Active brake” and cage “Message leads to

18

safety reaction”.

e
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Vehicle . .
uUcC-1 Safety reaction: Active brake level 1
control
Vehicle Emergency electronic brake lights [Messages |leadafet
status uc-2 reacti%n] ’ ’ [ ’ ’ level 0 *
warnings Safety function out of normal condition warning ¢8kages
ucC-3 ) level O *
lead to safety reaction]
Vehicle type uc-4 Emergency vehicle warning level O
warnings ucC-5 Slow vehicle warning level 0 *
UC-6 Motorcycle warning level O *
uc-7 Vulnerable road user Warning level O *
uc-8 EEEERL(V2V) level 0 *
uc-9 TR A R A AR (V2I) level 0 *
uc-10 B ZERGIE(V21) level 0 *
Traffic ucC-11 Wrong way driving warning level O *
hazard uUcC-12 Stationary vehicle warning level O *
warnings uUcC-13 Traffic condition warning level O *
ucC-14 Signal violation warning level O *
UC-15 Roadwork warning level O *
UC-16 Decentralized floating car data level O *
uc-17 — R E LRSI R EELBRE(V2I) level 0 *
Dynamic ucC-18 Overtaking vehicle warning level O *
vehicle UC-19 Lane change assistance level O *
warnings UC-20 Pre-crash sensing warning level O ¥
uc-21 Co-operative glare reduction level O
ucC-22 Across traffic turn collision risk warning evel 0 *
C.oIIision . uC-23 Merging Traffic Turn Collision Risk Warning level O *
Risk Warning uc-24 Co-operative merging assistance level O
ucC-25 Hazardous location notification level O *
Intersection Collision Warning [Local Danger Wangi
UC-26 level O *
from other Cars and to other Car]
ucC-27 Co-operative forward collision warning lev@ek
ucC-28 Collision Risk Warning from RSU level O *
uc-29 A PR E R AL AL (V21) level O *
ucC-30 HEWEFERLE(V2]) level O *
Traffic ucC-31 Regulatory/contextual speed limits level 0 #
Efficiency UC-32 Traffic light optimal speed advisory levelO
Traffic information and recommended itinerary [Tfia
ucC-33 , . ) level O *
Information from other Entities and to other Ergg]
UC-34 Enhanced route guidance and navigation 8vel




UC-35 Intersection management level O
UC-36 Co-operative flexible lane change level 0 ¥
uUC-37 Limited access warning, detour notification level O
uUC-38 In-vehicle signage level O
UC-39 Electronic toll collect [eTolling] level 0
UC-40 Co-operative adaptative cruise control level 1
uC-a1 Co-operative  vehicle-highway automation system level 3
(Platoon)
ucC-42 Point of interest notification [Point of brest] level O
uc-43 Automatic access control/parking access lléve
ucC-44 Local electronic commerce level O
UC-45 Car rental/sharing assignment/reporting léve
Others UC-46 Media downloading level O
uc-47 Map download and update level O
ucC-48 Ecological/economical drive level O
uUC-49 Instant messaging level O
UC-50 Personal data synchronization level O
UC-51 SOS service [eCall] level O
UC-52 Stolen vehicle alert level O
Remote diagnosis and jusin time repair notification
UC-53 ) ) level O
[Remote Diagnosis]
UC-54 Vehicle relation management level 0
UC-55 Vehicle data collect for product life cycleamagement level O
UC-56 Insurance and financial Services level O
UC-57 Fleet management level O
Vehicle software/data provisioning and update [R&en
UC-58 . . level O
Flashing and Flashing per OBD]
UC-59 Loading zone management level 0
UC-60 Vehicle and RSU data calibration level O
UucC-61 Personalize the car level O
UC-62 Car Finder (e.g., via mobile phone) level 0
UC-63 Electronic License Plate level O
ucC-64 Remote Car Control (e.g. door opener) level O
UC-65 Pay as You Drive (Road Safety & Eco) level O
UC-66 Install applications level O
uUC-67 Parking Sensor System level O *
UC-68 Electronic Driver Logbook level O
UC-69 Secure Integration level O
UcC-70 Replacement of Engine ECU level O
uc-71 Installation Car2x Unit level O
UC-72 Booking a Hotel on the Road level O
COMBINATION OF THE “CALCULATING ROUTE FROM
uc-73 CURRENT POSITION TO HOME” AND “BOOKING A level O
HOTEL ON THE ROAD"
UC-74 ROAD SURFACE CONDITIONS TO TOC level 0
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